Service Information

Offboard Diagnostic Information System Service (ODIS Service) Number: VOS-17-03

Subject: Security Certificate Renewal Instructions Date: Jan. 23, 2017

1.0 - Introduction

ODIS Service security certificates expire three years after creation. A certificate renewal prompt appears at
two months, and then one month etc. before expiration. Use the following procedures to renew a
certificate pefore its expiration date.

Notes:
e Please read these instructions carefully and in their entirety before performing the
procedures. If you do not understand these instructions, arrange to have a qualified person
perform the procedures.

e This document may be revised at any time. Always check ServiceNet for the latest version.

IMPORTANT:

These instructions are based on the initial Phase 1 — Certificate etc. Installation Instructions
where the certificate and a text document with the device hardware key are stored in a
folder on the device desktop, and a back-up copy of the certificate etc. are stored on a USB
flash drive.

If alternate storage and backup locations were used, determine them NOW.

2.0 — Certificate File Management

When an active certificate is renewed prior to expiration, it is revoked and no longer valid. Avoid
inadvertent re-importation of a revoked certificate by deleting all stored and backup copies of the
certificate before renewal.

Prerequisites:
e Personnel performing these procedures have access permission to eCRMS website.

e Location of all storage and backup copies of the device’s existing certificate are known.
e The diagnostic device’s hardware key and assigned device ID are known.
¢ Diagnostic device booted to Windows desktop. USB mouse and keyboard connected to tablet.

2.1 — Delete Existing Certificates
2.1.1 - Delete Stored and Backup Copies

1. Locate and delete all stored and backup copies of the device’s existing certificate, e.g.: desktop
folder, USB flash drive etc.
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2.1.2 — Delete Certificate from Windows®

1. Launch Internet Explorer.
2. Press/hold the Alt + X keys, and then select Internet Options from the dropdown menu.

3. Select the Content tab, and then select the Certificates subcategory:

r ¢ '
Internet Opticns A &‘g

| General I Security I Priva onnections I Programs I .b'-\dvanced|

Family Safety
Control the Internet content that can '@.‘Famil}-I Safety
" be viewed.
Certificates

Use certificates for encrypted connections and identification,

l Clear 55L state l.[ Certificates ] Fublishers l
—

4. From the Personal subcategory, confirm the VWGO0A ODIS RootCA... certificate is automatically
highlighted as illustrated, and then select Remove /Yes:

Intended purpose: [<.l\||> v]

Personal Bther People I Intermediate Certification Authorities I Trusted Root Certificatior| * |

Issued To Issued By Expiratio...  Friendly Name
54 403999:Volkswgen ... VWGoA ODIS RootCA...  2/2/2019 juergen.gemnich...

Certificates . - S I&r

Import. .. H Export... i Remove l Advanced

Certificate intended purposes

You cannot decrypt data encrypted using the certificates. Do you want

i J_\ to delete the certificates?

l Yes | Mo

Learn more about certificates

(cont))
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Volkswagen

5. Select the Trusted Root Certification Authorities subcategory tab, and then click the Issued By
column header to sort the listed certificates in reverse alphabetical order:

6. Confirm the VWGO0A ODIS RootCA... certificate is automatically highlighted as illustrated, and then
select Remove /Yes:

-
Certificates

Intended purpose:

Issued To
54 V\WGoA ODIS Root...

[SIUTN-USERFirst-Obj. .
[ Thawte Timestampi. ..
[l thawte Primary Ro...
[ Thawte Premium Se...
[Sstarfield Root Certi. ..
[SINO LIABILITY ACC...

Issued By

| Intermediate Certification Auﬂqoriﬁe'| Trusted Root Certification Authorities

Expiratio...

VWGoA ODIS RootCA...  1/8/2022

_p,J\n'eriSign Class 3Pu... VeriSign Class 3 Public...

UTN-USERFirst-Object

Thawte Timestamping. ..
thawte Primary Root ...
Thawte Premium Serv...
Starfield Root Certific...
MO LIABILITY ACCEP...

7/16/2036

7/5/2019
12/31/2020
12/1/2037
12/31/2020
12/31/2037
1/7/2004

<Mone>

Friendly Name f

VeriSign

USERTrust (Cod...
Thawte Timesta...
thawte Primary ...
thawte

Starfield Root C...
VeriSign Time St... 57

[ Import... ][ Export... i Remove l

Certificate intended purposes
I <an=

Learn more about certificates

View

Close

- —
Deleting system root certificates might prevent some Windows

i l . components from working properly. The list of system critical root
certificates can be reviewed at
http://support.microseft.com/?id=293781. If Update Root Certificates is

H installed, any deleted third-party root certificates will be restored i

automatically, but the system root certificates will not. Do you want to

delete the selected certificate(s)?

X -

7. Close all open Windows.

2.1.3 — Delete Certificate from ODIS Service

1. Start ODIS Service, and then select the Admin operating mode and Certificate subcategory:

2. Select /highlight the Available certificate as illustrated, and then select Remove /Yes:

| General | Save

| Suppart

Connect |
Client certificate Details regarding the dlient cerificates
Impariing cerificates

Group system access with

Trust cerificate

l:(‘ }denﬁuﬂnq hnology action

requires a
import it

Certificate

Password

In the ODIS Key Store. Select the cerificate In the fle system and

Remave the certificate

N

Aailable cerlificate
Marme

cn=40399%valkswgen group of americal, inc. cous st=mio=dealer, 1.2.840.113549.1.8.1=# 1616627 5667 267656662 e6T056d6e69€

Q) Do you really wanl o remove the sehected cenificate?

3. Close ODIS Service.

Oers: |
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2.2 — Request Security Certificate (eCRMS)

Prerequisites

[] All stored and backup copies of the existing certificate deleted.
[] Text document with the device’s hardware key on hand.

(] Network desktop PC or laptop connected to a printer available.

[] Fax machine available.

[] Optional: Scanner and network desktop PC or laptop with email program available.

Notes:

e The diagnostic device’s hardware key must be copied electronically from the text document (not
manually-typed) into the request form.

o As per the Phase 1 instructions, the hardware key should have been recorded in a text document
stored in a folder on the device desktop and on a backup USB flash drive.

1. Locate and Copy the text document with the device’s hardware key to the PC or laptop used to make
the request.

2. Start Internet Explorer
3. Logon to vwhub.

4. From the My Favorite Apps or All Apps sections, select the link to ODIS Certificate Request Mgmt.
System (eCRMS).

5. Select Create Certificate:

eCRMS
I

Yiew Certificate] Create Certificate l\dvanced Search GoToeShop  User Manual
1

Search
Deder Mamber fexus:
—select- LI Search
Certificake Management
(cont.)
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6. Select Yes:

eShop License x

& valid eshop license is required before proceeding, Co
you hawve a wald eShop license?

‘r'ias| ND|

The eCRMS request interface appears.
Information must be entered in all request interface fields marked with an asterisk ( * )

7. Enter all applicable information required in the Dealer/Site Information and Contact
Information sections.

Be sure to confirm or enter a valid contact email address.

8. Enter the diagnostic device information in the Device Information section as follows:

a. From the Hardware key text document: Select and Copy the first 32 characters (only) of
the hardware key. Example:

v

Ial b2c3d4eS5fegThRigj0k1I2m3nda5p6lPanasonicCorporation;CF-52IE2VWVW::3

ut
[ com

Iy [Paste Options:

The characters are saved in Windows “clipboard” memory.

(cont.)

Page 5 of 14

© 2017 Volkswagen Group of America, Inc.

All rights reserved. Information contained in this document is based on the latest information available at the time of printing and is subject to the copyright and other intellectual
property rights of Volkswagen Group of America, Inc., its affiliated companies and its licensors. All rights are reserved to make changes at any time without notice. No part of this
document may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, nor may these
materials be modified or reposted to other sites, without the prior expressed written permission of the publisher.



Service Information

Step 8 continued:

Volkswagen

In the *Device Type field, Select the device type from the dropdown menu.

In the *Hardware ID field, use Windows keystroke combination Ctrl + V to Paste the 32-
character Hardware Key into the field. (Manual entry is not possible.)

In the *Device Name field, Enter the corresponding, assigned device ID.

When all required information fields ( *) are filled in, click Submit:

View Certificate  Create Certificate  Advanced Search  Go To eShop  User Manual Close eCRMS

Instructions

* Indicates required fields,
Important: You will be required to print the confirmation page, obtain a Service Manager's signature and scan or fax to YWGoa Security at infor mation.secur ity@ww,.com or 248-754-6302,

Diealer/Site Information

* Dealer Momber: Daal Dealer Nomber
40XXXXX
Dedler/Site Namer Dealer Phone Namber:

Dealer)Site Address

Streee

Cieye State/Province Zip Code Conntry:

Contact Information

* Cont e Wame * Coneace Phone Mombar: * Coneace Emait: * Confirm Emaif:
John Smith XXX-XXX-XXXX jiohnsmith@johnsmith.com johnsmith@johnsmith.com

Device Information

“ Device Type * Hardware ID: * Device Wame
VASXXXX 4 w [l DOOOOOKXXXXXXXXXXXKXKKXXXXXXXXX * XXXXXXXX <H
T

Submit Re@ @

For assistance, please contact IT service Desk at 248-754-4357 (4AHELF).

Notes:
e The device ID must be accurately matched with its hardware key in the preceding step.

e The device ID and hardware key entered above will appear next to the new certificate file
staged in eCRMS during the certificate download steps that follow.

(cont.)
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Volkswagen

9. Heed the text in the confirmation prompt, and then select Create New Certificate:

Confirm Create Certificate *®

There is an existing active certificate available for this device. Do you want to download existing
certificate or create new certificate? If you proceed with creating a new certificate, the active
certificate will be revoked.

Download Existing Certificate Create New Certificate

%I
10. Note the email address and/or fax number from the Important dialog message.

11. Click OK, and then select Print:

Contact Information

Contact Name Important
Contact Phone Number
Contact Email Impertant: You will be required to print the confirmation page, cbtain a Service Manager's signature

and scan or fax to VWGoA Security at information.security@vw.com or 248-754-6302.

Device Information

Device Type 61500
Hardware ID 173fDel5acf34d0672beB338f3cf3020
Device Name 55240

Service Manager's Name(PRINT)

Service Manager's Signature and Date

C‘Om

12. In the printed copy, fill in the Service Manager’s name.
13. Have the Service Manger sign and date the printed copy.

14. Fax the printed form to (248) 754-6302, OR scan the form and attach to email to:
information.security@vw.com

When the certificate request is approved:

e The certificate is created and staged for download in eCRMS.
e An email is sent, instructing to logon to eCRMS and download the certificate.

Note:

submission.

Certificate request confirmation emails can be expected within one working day from the time of
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2.3 — Download & Store Security Certificate

Prerequisites:
[ All stored and backup copies of the existing certificate deleted.
[ Certificate request approval notification email received.
[] Device ID known.
1. Retrieve the diagnostic device on which the new certificate is to be stored and installed, and boot it to
the Windows desktop.
2. Start Internet Explorer and logon to vwhub.

3. From the My Favorite Apps or All Apps section, select the link to ODIS Certificate Request Mgmt.
System (eCRMS).

4. Select View Certificate, and then enter your Dealer Number:

5. Select Status: Active, and then select Search:
CRMS VOLKSWAGEN

GROUF OF AMERICA

View Certificate | Create Certificate  Advanced Search Go ToeShop  User Manual Close eCRMS
Search
Dealer Number: Status:
408995 Active -
—Select--
A
Certificate Management ‘ -
Dealer Humber Approved Dealer Name
Expired
|Re||m5t Number |De'v c Pending Review ‘ Hardware ID |5tatus |Exp'|rat'|nn Date |Dev|oe Type

Stalled

A screen with all active certificates for dealership diagnostic devices appears:

1. Look for the diagnostic device’s Device ID (associated with the newly-posted certificate) and place a
checkmark (¥) next to the certificate number as illustrated below:

2. Click Download Certificate: Note the Download Instructions dialog, and then click OK:

Download Instructions Active 04/03/2015 50518
Active 04/03/2015 6150
Flease ensure this certificate is downloaded to device specified in the cerificate.

Active 04/03/2015 50518
Active 04/03/2015 6150 3

Active 04/04/2015 61508
®l20 1 Tester 4 Ta%e7002feSb5cfoc?37c4eBd368b0 16 Active 05/14/2012 5150 =
Page 1 of 1 50 - View 1-19of 19

Download Certificate, Create Certificate Revoke Certificate

(cont.)
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3. Select Save:

0% of downloadCertificate.action from gqza2025 Comple.‘.| = | = | 3 |

File Download (3]

Do you want to open or save this file?

) Mame: 1201-cert.pfx
_‘/,@ Type: Personal Information Exchange
From: qza2025

l-"\l While files from the Intemet can be useful, some files can potentialy
\a ham your computer. f you do not trust the source, do not open or 1
= save this file. What's the risk?

4. Navigate to the applicable device folder on the device desktop (or other location on the device), and
Save the certificate in the Certificate subfolder. Example:

o

Organize » Include in library » Share with « Burn New folder =« 0 -@n
A Favorites [[] Name ~ Date modified Type
Bl Desktop 3/7/2014 3:39 PM File folder
& Downloads J License 3/7/2014 2:39 PM File folder
=l Recent Places %] Hardware Key 3/7/2014 3:40 PM Rich Text Document I

Ensure the certificate file appears as being saved in the applicable Certificate subfolder.

5. Select Close eCRMS:

&CRMS VOLKSWAGEN

View Certificate  Create Certificate =~ Advanced Search GoTo eShop  User Manual Close eCRMS

6. If a USB flash drive or other means were used to store a backup copy of the certificate, copy the
new certificate file to the applicable backup location(s) at this time.
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Volkswagen

2.4 — Import Security Certificate to Windows

The diagnostic device’s hardware key must be entered as a password during certificate importation.

Prerequisites:
L] Previous certificate deleted from Windows.

[J New security certificate saved to folder on device desktop or other location.

[ Text document with device’s hardware key on hand.

1. From the device folder on the Windows desktop (or other location on the device), Open the
Certificate subfolder and double-click the certificate (.pfx) file:

)5 ]

Organize « Install PEX = Burn Mew folder

ra

- MNarne
[ Favorites

PR Desktop
4 Downloads

69358- cert.pfx

=l Recent Places

@Qﬂ |« VASGIS0C1 b Certificate 4]

Search Certificate jol l

EEE - E:' |é|
Date modified Type

6/5/2015 2:08 PM Personal Informati...

2. Select Next, confirm the certificate path is highlighted as illustrated and then select Next:

Certificate Import Wizard i __h ﬁ

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification autharity, is

I a confirmation of your identity and contains information {
used to protect data or to establish secure network
connections. A certificate store is the system area where H
certificates are kept.

To continue, didk Next.

(cont.)

==l

Certificate Import Wizard

- -
File to Import

Spedify the file you want to impart.

File name:

oo 000 e Ucerse  Certincte Cericate\eassa-certon ]

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 {PFX,.P132)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P78B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats
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3. From the device folder on the Windows desktop (or other location), Open the Hardware Key text
document:

Volkswagen

4. Select and Copy the first 32 characters (only) of the hardware key. Example:

alb2c3ddesfegrh8isjokliZm3ndoSpe PanasonicCorporation:CF-52JE2VWWW::3

T cut
I—_: Copy I

&, Paste Options:

The characters are saved in Windows “clipboard” memory.

5. Paste the 32-characters copied above into the Password: entry field, and then select Next:

- ~
Certificate Import Wizard ‘l ) S|

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

nable strong private key protection. You will be prompted every time the
Enable str te key protection. You will b ted time th
private key is used by an application if you enable this option.

[] Mark this key as exportable. This will allow you to back up or transport your
keys ata later time.

Include all extended properties.

Learn more about protecting private kevs

[ < Back Next > '[ Cancel ]

6. No action needed. Select Next:

Certificate Store

Certficate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@) Automatically select the certificate store based on the type of certificate

() Place &l certificates in the following store

Browse...

Learn more about certificate stores

(cont.)
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7. Select Finish:
Certificate Import Wizard j— Xl

Completing the Certificate Import
Wizard

Volkswagen

The certificate will be imported after you dick Finish.

‘You have specified the following settings:
TR S RN Automatically determined by t
Content PFX
File Name C:\Wsers\VAS6150C \Desktop)|

[

< Back I Finish I Cancel

8. Select Yes:

You are about to install a certificate from a certification authority (CA)
claiming to represent:

WWGoA ODIS RootCA 2022

Windows cannot validate that the certificate is actually from "VWGoA
ODIS RootCA 2022", You should confirm its erigin by contacting
"VWGoA ODIS RootCA 2022", The following number will assist you in
this process:

Thumbprint (shal): 1BCF3ET1 3460201 C C3267399 DETI1FE2 C321FEED

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate? ‘

9. Click OK:

Certificate Import Wizard M

| The import was successful.
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Volkswagen

2.5 —Import Security Certificate to ODIS Service

The diagnostic device’s hardware key must be entered as a password during certificate importation.

Prerequisites:

L] Previous certificate deleted from ODIS Service.

[ Text document with device’s hardware key on hand.

1. Start ODIS Service, and then select the Admin operating mode and Certificate subcategory:

2. Click Select:

{General [Save locations [Suppor‘t [Connecﬂons [Measureme

Client certificate

Trust certificate

import it.
Certificate

Password

Name

Importing certificates

Avalilable certificate

» ¥
t[Cem‘ﬂcate[ easuring technology action

Details regarding the client certificates

Group system access with authorization requires a certificate in the ODIS Key Store. Select the certificate in the file system and

Import

Valid from Valid throu...

Remove || Details

4. From the device folder on the Windows desktop (or other location on the device), Open the
Certificate subfolder:

5. Select/ hiqh\liqht the certificate (.pfx) file (DO NOT double-click), and then click Open:

&5 Open

Caltatd ) sszuumwé\u(ensa&c&mﬁ(ata b Certificate

. ==

~ [ 49 || Search Centficate ol

[ Favorites
Bl Desktop
4 Downloads

I =] Recent Places
I 9 Libraries

3 Documents
[l rJ“- Music

[ Pictures
I B¥ Videos

% Computer
&, Local Disk (C:)
a Data (D3)

(cont.)

m

Organize v Mew folder

<

13} 69358-cert l

File name: 69358-cert

i=
Date modified Type

6/5/2015 2:08 PM Personal Informati...

v [rpix -

l Open |v ' Cancel

Note:

DO NOT double-click the certificate file
in its saved location!
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6. Ensure the certificate file directory path appears in the Certificate import window:

Volkswagen

Details regarding the client certificates
Importing certificates

Group system access with authorization requires a certificate in the ODIS Key Store. Select the certificate in the file system and

import it.
l Certificate  C:\Users\WAS6150D\Desktop\SS240 License & Certificate\Certificate\77642-cert.pfx
Password

Import

7. From the device folder on the Windows desktop (or other location), Open the Hardware Key text
document:

8. Select and Copy the first 32 characters (only) of the hardware key. Example:

a1 b2c3ddes5feg7hBisjoklIZm3ndoSpg PanasonicCorporation:CF-52E2VWWW::3

® Cut
[ cm |

Paste Options:
P

The characters are saved in Windows “clipboard” memory.

9. Paste the 32-characters copied above into the Password: entry field, and then select Import:

Details regarding the client certificates
Importing certificates

Group system access with authorization requires a certificate in the ODIS Key Store. Select the certificate in the file system and
import it.

Certificate  C:\Users\WAS6150D\Desktop\SS240 License & Certificate\Certificate\77642-cert.pfx

Password SO0 0SOOOROROONOROROOOOROROROS

Import

8. Click OK:
[impor il |

@ The selected cerfificate was successfully imported.
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