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Notes:

o Please read these instructions carefully and in their entirety before performing any
procedures. If you do not understand these instructions, arrange to have a qualified person
perform these procedures.

o Heed all prerequisite requirements and notes, and follow all instruction steps in the Section
order given.

o Discard all printed copies of this document after use. Revised versions may be issued at any
time. Always check ServiceNet for the latest version.
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Service Information

1.0 — Introduction
1.1 — General Information

This document describes the preparation, license and security certificate processes required prior to
installing ODIS Service diagnostic software on eligible diagnostic laptop and tablet devices. These
instructions apply to the preparation of brand new diagnostic laptop and tablet devices, i.e.: devices
where ODIS Service was NOT previously installed.

Instructions for the initial installation of ODIS Service are broken down into two separately-titled
instruction document “Phases”: Installation Phase 1 and Installation Phase 2. These Phase 1
instructions must be completed before proceeding with the Phase 2 instructions (also posted on
ServiceNet).

Checkboxes are provided throughout this document to note fulfilled prerequisites and completed sections.

1.2 — Preparation Overview

The preparation guidelines:
o Ensure diagnostic device eligibility for ODIS Service software installation and use.
¢ Physically identify individual diagnostic devices in workshop service.

e Suggest methods to store and manage the license and security certificate files after download.

1.3 - License & Certificate Process Overview
1.3.1 — License Request & Download

e An ODIS Service software license file must be requested, downloaded and stored. The file is then
retrieved and installed during the ODIS Service software installation process (Phase 2).

e License requests are submitted online via the eShop application administered by VWAG.

e License requests must be made using the diagnostic device on which ODIS Service will be
installed. This is necessary to associate the license with the unique hardware key of the device.

e Regardless if license requests are made for devices at a single-brand dealer or a dual-brand
dealer, only one license file is needed per device. The license file determines the brand-specific
diagnostic data that is installed and updated.

e Each license request is reviewed by VWGO0A and approved or denied as applicable.

e When approved, a license approval notification email is sent to the email address entered in
the request. Please ensure that a valid email address is entered in the request. VWGOA and
VWAG are not responsible for misdirected license approval notification emails.

o License requests submitted before 1:00 PM EST are typically approved within three hours.
License requests submitted after 1:00 PM EST may take up to one business day for approval.

¢ License files must be downloaded from eShop directly to the diagnostic device, backed-up,
and then installed during the ODIS Service software installation process (Phase 2).
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1.3.2 — Security Certificate Request, Download & Import

A security certificate file must be requested, downloaded and stored. The file is then retrieved and
imported to a Windows® certificate store before the ODIS Service software installation process.

The certificate enables the authorized download, installation and update of ODIS Service software
from a Volkswagen AG (VWAG) web-server, and allows diagnostic functions that require secure
online communication with various VWAG Group services.

Certificate requests are submitted online via the eCRMS application administered by VWGO0A. A
request form must be printed, signed and faxed to VWGOA.

Certificate requests include entering the diagnostic devices’ unique hardware key (determined
during license request process) in the request form. This is necessary to associate the certificate
with the dealership and the devices’ hardware key.

Regardless if certificate requests are made for devices at a single-brand dealer or a dual-brand
dealer, only one security certificate is needed per device.
Each certificate request is reviewed by VWGOA and approved or denied as applicable.

When approved, a certificate approval notification email is sent to the email address entered
in the request. Please ensure that a valid email address is entered in the request. VWGOA is not
responsible for misdirected certificate approval notification emails.

Certificate requests are typically approved within one business day.

Certificate files must be downloaded from eCRMS directly to a backup USB flash drive,
copied to the diagnostic device, and then imported to Windows.

2.0 - Preparation
2.1 — Diagnostic Device Hardware & Network Prerequisites

[] windows 7

[] Device must have functional USB ports.

[ Network connection via Ethernet cable or WLAN enabled.

[ Antivirus software temporarily disabled (where applicable).

[ Device connected to A/C power adapter and booted to Windows desktop.

[] Diagnostic tablets: Connect USB mouse and keyboard for easier input.

2.2 — Supplementary Materials

Error-free license and certificate process management relies on identifying all diagnostic devices in
service and safely storing these files until they are needed. To enable this, obtain the following:

[] Self-adhesive labels. (Optional: permanent marker.)

[] USB Flash Drive (for license & certificate file backups).
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2.3 — Assign Device ID

We suggest assigning a device ID using the following method:
1. Apply a self-adhesive label to the diagnostic device in a clean, conspicuous area.

2. Mark the new devices’ model designation along with a numeric descriptor on the label (or directly to
the device with permanent marker) as per the following suggestions:

e 6150C 1, 6160A 1 (The underscore 1 indicates only one of each device is in service).
e 6150C 1, 6150C 2, 6150C 3 etc. (The underscore numbers indicate more than one of the

same device are in service).

2.4 — Prepare License & Certificate Storage Folders

We suggest the following method to prepare primary and backup storage folders. These serve to
organize and store the license and certificate files and record the device hardware key for future use.

1. Create the primary storage folder on the Windows desktop of the diagnostic device: Right-click >
New > Folder

2. Name this folder with the device ID assigned as per Section 2.3. This folder will be referenced
throughout the remaining instructions as the “device folder”.

3. Open the device folder and create two subfolders: Name the subfolders “License” and
“Certificate” respectively.

4. Create a Text document in the device folder: Right-click > New > Text document. Save the empty
text document as: “Hardware Key”.

Example: lllustrated below is a device folder created for a device identified as “VAS 6150C_1":

-

T

o VASE150C1 »

Organize « Include in library = Share with - Burn MNew folder
. Y - - ifi
/r Favorites Date modified Type
Bl Desktop | Certificate 37772014 3:39 PM File folder
& Downloads | License 3/7/2014 3:39 PM File folder
2| Recent Places 55| Hardware Key 3/7/2014 3:40 PM Rich Text Document I

Insert the backup USB flash drive into an available port on the diagnostic device.
Select and Copy the primary device folder to the backup USB flash drive directory.

Leave the backup USB flash drive connected with its directory accessible.

© N o u

Minimize the primary and backup device folder windows.

Preparation steps completed. Proceed to Section 3.0 — Page 5
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3.0—License Process
3.1 — Request License (eShop)

Prerequisites:

[ Person performing the request has access permission to the eShop application on vwhub.
(Permission must be granted by the dealership Systems Administrator.)

[] All Section 2.0 - Preparation steps completed!
[] Backup USB flash drive with device folder on hand.

[J The diagnostic device on which ODIS Service will be installed must be used to make the
license request.

1. Launch Internet Explorer

2. Logon to vwhub.com

3. From the main (top) menu, select the My Hub or Service tab.

4. From the left margin menu, select the link to ODIS — eShop.
Notes:

e First time users of eShop are prompted to register first before proceeding. Click the
Registration icon and fill in the required information.

When done, select the Register button, confirm the entered information, and then select Back to
home page.

e The eShop process screenshots illustrated on the following pages are for a dual brand dealer
request. Persons logging on to eShop from a single brand dealer will not see additional brand
selection and entry fields.

e Separate Dual-brand and Single-brand instruction callouts are included in the following
instructions steps where necessatry.

e Dual-brand dealers must ALWAYS select BOTH the Volkswagen and Audi “Brand
products” during the request process!

(cont.)
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5. Click the Products Overview lcon:

VOLKSWAGEN racnes 9 %

AKTIENGESELLSCHAFT reomeTon @ @ SveTen

Home page

Order

Basket Click the Products icon for an Overview of the available Products
Manage user data

Recommended hardware

Hardware Info utility

Instructions for the ordering process
GTB

Legal notice

frnen

Welcome to the Offboard Diagnostic Information System eShop

Click the Basket icon to view the current Basket and the Order.

“You can reach these same areas using the left Navigation bar.
Manage orders

License
Hardware key overview

English (United States) -

6. Select Offboard Diagnostic System Service via the Information Action arrow icon:

Products

Overview of products

Order no. Product Price Informatign Action
ISA Offboard Diagnostic Information System Service 1
00001-15A-cn Das neue Offboard Diagnostic information System is... i @ -

o the start page

(cont.)
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w

7. Click the shopping cart icon ( fi ) for a chosen brand. Wait a moment, and then proceed as
applicable to your dealership: o

[] Single-brand dealer: Select To the shopping basket:

[ Dual-brand dealer: Click the additional brand shopping cart icon. Wait a moment, and then
select To the shopping basket:

Brand rights

Overview of brand rights

Order no. Brand right Price Information Action
VW Brand B .

00001V W-USA-en VW Brand Diagnostics $0.00 . 9
Audi Brand

OOOOTAU-USAEN 1 Brand Diagnostics $0.00 "

H Tothe products [ W Tothe shopping basket

(cont.)
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8. Click To the order: DO NOT change the Quantity dropdown value ( 1).

Shopping basket

Products marked for the order

Order no. Product Quantity Unit price
00001-USA-en Offboard Diagnostic Information System Service $ 000
00001VW-USA-en VW Brand $ 0.00
00001AU-USA-en Audi Brand $ 0.00
Total price $0.00

H To the start page H To the products || B Delete shopping baske

|
9. Click the hardware key icon ( “Zz ) for a brand product as illustrated:

Order (hardware key)

To order a tester product, the current order must either include diagnostic dataw
already been previously ordered so that the database has a vald hardw are key.

All hardw are keys must be valid and have the follow ing format structure

1234567 890abc def1234567890abedel:manufacturer:-model: 123456 7890abcdef 1234567 890abe detsQ.

valid hardw are key or diagnostic data must have

Products
Order no. Product Hardw are key / com puter name Action
00001-USA-en Offboard Diagnostic Information System Service 1.1
00001VW-USA-en VW Brand 21 |F'|ease enter the hardw are key L%

00001AU-USA-en

(cont.)

| Aease enter the computer name

Audi Brand 3.1 |F'|ease enter the hardw are key

|F'|ease enter the computer name

Back To the order
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10. Select Run:

Do you want te run or save Hardwarelnfo_en_US.exe (70.0 KB) from portal.cpn.vwg?

';@j' This type of file could harm your computer. Run Save - Cancel

11. If this prompt appears, select Run:

@ The publisher of Hardwarelnfo_en_US.exe couldn't be verified, Are you sure you want to run the program?  Learn more View downloads

12. Select OK. The alpha-numeric hardware key is saved in Windows “clipboard” memory:

Har dwarelnfo V0.49.387

----- Hardware ID : 5F750cb2ed9151 1802751 a5cdbafesa:Panasonic_orporation: CF-52JEZVWhhY 1 F

Clicking [OF] enters the Hardware ID into the kemporary memorsy,

QK Cancel

13. Right-click a Hardware key entry field for a Brand product and Paste the saved hardware key into the
field as illustrated:

Order (hardware key)

To order a tester product, the current order mud efther include diagnostic data w ith valid hardw are key or diagnostic data must have
already been previously ordered so that the databsge has a valid hardw are key .

Al hardw are keys must be valid and have the follow ing

1234567 890abc def1234567690abcdef manufacturer-model 123456 7890abcder1 234567 890abc def:0".

Products
Order no. Product Hardw are key gcom puter name Action
00001-USA-en Offboard Diagnostic Information System Service
00001VW-USA-en VW Brand 2.1 [freebdtoara0803e40abbi2bsdd16cd4 Pa X (|11 %
Pease enter the computer name
00001AU-USA-en AudiBrand 31 |F'|ease enter the hardw are KE‘Y | F W

| Aease enter the computer name |

(cont.)
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14. Right-click the computer name field and Paste the hardware key into the field as illustrated:

Order (hardware key)

To order a tester product, the current order musiNither include diagnostic data w ith valid hardw are key or diagnostic data must have
already been previously ordered so that the database has a vald hardw are key .

Allhardw are keys must be valid and have the follow ing

1234567 890abc def1234567890abcdef- manufacturer: 123456 7890abcdef1234567890abe def 0"

Products
Order no. Product Hardw are key 'com puter name l Action
00001-USA-en Offboard Diagnostic Information System Service \ 1.1

00001VW-USA-en VW Brand

| reeb419a63980340abi12b6 0 16cd4-Panas| (114
|freenar0a63080240abb1206dd16¢d4: Panas)

00001AU-USA-en  AudiBrand 31 |F'|easeenterthe hardw are key | 5%

| Hease enter the computer name |

Back o the order

15. Dual-brand dealers: Repeat steps 13 & 14 to complete both entry fields for the additional brand:

Order (hardware key)

To order a tester product. the current order must either inclde diagnostic data w ith valid hardw are key or diagnostic data must have
already been previously ordered so that the database has a\alid hardw are key.

Al hardw are keys must be valid and have the follow ing format
'1234567890abc def1234567890abcdef manufacturer-model: 1234567890abedef1234567890abe def:0".

Products
Order no. Product Hardw are key [ com puter name Action
00001-USA-en Offboard Ciagnostic Information System Service \ 1.1

00001VW-USA-en VW Brand

1 | freebar0a630803e40anb1206dd 16¢d4 Panas| (11 %

| FreeD4792630803e40abb 120600 16cdd-Panas|

00001AU-USA-en  AudiBrand

31 |rreen4r9a6309803e40abb 12060d 16cd4-Panas| [ %

| FfeeD419a63960340abb 1206dd 16c d4-Panas|

Back othe order

(cont.)
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16. Minimize the Internet Explorer window with the current eShop session.

17. Restore the primary (desktop) AND backup (USB) device folder windows and Open each of their
prepared Hardware Key text documents:

-

gov _ b VASE150CL » =y PN

Organize » Include in library = Share with + Burn New folder

.
r Favorites [ Name Date modified
=

Bl Desktop . Certificate 3/7/2014 3:39 PM File folder
& Downloads . License 3/7/2014 3:39 PM File folder
il Recent Places | Hardware Key 3/7/2014 3:40 PM Rich Text Docurnent

I |
18. Paste the hardware key (saved in clipboard memory) into both of the Hardware Key documents.
19. Save and Minimize the documents.
20. Minimize both device folder windows.
21. Restore the Internet Explorer window with the current eShop session.

22. Confirm that the hardware key appears in All_ Hardware key AND computer name entry fields as
illustrated, and then select To the order:

Order (hardware key)

To order a tester product, the current order must either include diagnostic data with valid hardw are key or diagnostic j[data must have
already been previously ordered so that the database has a valid hardw are key.

All hardw are keys must be valid and have the follow ing format structure
"1234567890abc def123456 7800abedef manufacturer:model: 123456 7890abc def 1234567 890abc def 0"

Products
Order no. Product Hardw are key [ com puter name Action
00001-USA-en Offboard Diagnostic Information System Service 1.1 v
00001VW-USA-en VW Brand 2. | rreen4roa63oB03e40abb 1206001604 Panas| Y ‘%
| fleeb49a639803e40abb12b6dd 16cd4: Panas|
00001AU-USA-en  AudiBrand 3.1 |rreebaroa630803e40abb 1206dd 16ca4 Panas| 3“4
| feeb410a639803e40abb12b6dd 16cd4: Panas|
ATTENTION!

The hardware key entered in the computer name field is used by VWGOA to validate license
requests. The computer name field(s) MUST contain the hardware key! If data other than the
hardware key is entered in the computer name field, the license request will be denied!

M Back M Tothe order

(cont.)

Page 11 of 27
© 2016 Volkswagen Group of America, Inc.

All rights reserved. Information contained in this document is based on the latest information available at the time of printing and is subject to the copyright and other intellectual
property rights of Volkswagen Group of America, Inc., its affiliated companies and its licensors. All rights are reserved to make changes at any time without notice. No part of this
document may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, nor may these
materials be modified or reposted to other sites, without the prior expressed written permission of the publisher.



Service Information e

23. In the Order information section, accept the general terms of business by placing a checkmark:

24. Scroll down if necessary and enter the email address to which the license approval notification
emails will be sent. Then select Check the order:

Order (delivery data)

Products that are being ordered

Order no. Product Number Unit price Infor
00001-USA-en Offboard Diagnostic Information System Service 1 50,00

00001AU-USA-en  AudiBrand 1 50,00 i/
00001V W-USA-en VW Brand 1 50,00 if

$0.00
$0.00
B Order information o
| accept the general terms of business: v
Delivery type: ©) DVD gelivery (0.05) © DVD available (0.0 5}
Bl Delivery address
E-Mail: mccmc(@mm:ood
7 Required field, please fill out =

25. Confirm all information entered, and then select Order to submit the license request:

Check order data

Products that are being ordered

Order no. Product Number Unit price Info
00001-USA-en Offboard Diagnostic Information System Service 1 0,00

00001 AU-USA-en Audi Brand 1 50,00 i
00001VW-USA-en W Brand 1 50,00 i
Total price: £ 0.00

Flat rate shipping and handling: $0.00

B Order information

| accept the general terms of business:
Delivery type: DVD delivery (0.0 $) () DVD available (0.0 §)

B Delivery address
E-Mail: XXXXXXX@XXXXXXX.XXX

(cont.)
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26. Click the Order (HTML) link to open a request summary:

Order completed

Eur £t na nean oo

]
27. Locate and note the Order Number from the HTML document.
28. Restore the primary and backup Hardware Key documents previously saved and minimized.

29. Record the order number and request date in both of the Hardware Key documents for future
reference. Optional: Select, Copy and Paste the Order HTML document into the text document.

ATTENTION!
Avoid confusion when preparing more than one new device by always matching device

IDs with the order numbers. Accurate record-keeping now prevents problems later!

30. Save and Close both Hardware Key documents, and Close both device folders.
31. Close the Order HTML document.
32. From the eShop Navigation menu, select To the dealer portal:

VOLKSWAGEN s 9 % e

ANIEREESEELTHATT erimnanin T a ———

Havigation

Welcoms to the Offboard Diagnostic Information System eShop

bame page
Orsler
Bashel CCk Mt Frocucts ioen foe an Dverview of the avalibie Products L
Manggs yser ity
Eigcomesnded haedure
[actware i iy
Insirustions for the erderng ceoceay = 4
ik e Bt icon 1o view (e Gerrenl Basket and the Crder 1

Vo can roach thess same areas useg the ke Havigation bas

-

Lowl polee

Uansze puiery.

Loy

Maeduinte by Sesrn

Enghah (1Assed States) -

[ W To the dealer portal ]

33. Logout of the Dealer portal, and then Close Internet Explorer. Important: Dealer Portal Logout and
Close IE steps are mandatory!

34. If desired, safely remove the backup USB flash drive while waiting for license request approval.

License Request steps completed. Proceed to Section 3.2 — Page 14
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3.2 —-Download & Store License

Two emails are sent to the email address entered in the license request:
[] The first email confirms that the license request was received and staged for review.
[] The second email notifies that the license request is approved.

Sample:

B, 1010 From Subject Received Size

4  Date: Today
-1 VWAG R: WOB, ODIS-Feedback Offboard Diagnostic Information System ... Mon 3/10/2014 11:18 AM 10 KB
=] VWAG R: WOB, ODIS-Feedback The approval of the order is in progress.  Mon 3/10/2014 11:12 AM 11 KB

If a request is submitted for a non-authorized device, or if the hardware key was missing from the request,
license request denials are sent via the second email.

ATTENTION!
WAIT until the license approval notification email is received before proceeding

with the following procedure.

Note the order number and date from the approval notification email.

Retrieve the diagnostic device on which the license request was made. (If the backup USB flash drive
was removed, reinsert it now and open its directory.)

From the Windows desktop, Open the device folder.

Open the Hardware Key document created earlier:

o VASEIS0C T »

Organize » Include in library » Share with « Burn New folder =« 0 l@l
B e [ Mame ¥ Date modified Type

Bl Desktop J Certificate 3/7/2014 3:39 PM File folder

& Downloads J License 3/7/2014 2:39 PM File folder

“ =l Recent Places %] Hardware Key 3/7/2014 3:40 PM Rich Text Document I

5. Confirm that the order number recorded in the Hardware Key document is the same as that in the
license approval notification email, and then Close the document.

6. Launch Internet Explorer

7. Logon to vwhub.

8. From the main (top) menu, select the My Hub or Service tab.
9. From the left margin menu, select the link to ODIS — eShop
(cont.)
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10. From the eShop Navigation menu, select License:

VOLKSWAGEN corsones 9 % cmcncare

AKTIENGESELLSCHAFT

Home page

Order

Basket

Wlanage user data
Recommended hardware

Hardware Info utility

Instructions for the ordering process
GTB

Legal notice

Click the Products icon for an Overview of the available Products

Click the Basket icon to view the current Basket and the Order. Q
-

“You can reach these same areas using the left Navigation bar.

English (United Statss) -

M To the dealer portal

11. Confirm that the Creation date of the available license matches that in the approval notification
email:

12. Click the File download arrow:

License

License
Org ID Creation date Expiration date File
US-CDNXXXXX 10-03-2014 08-03-2016 ]

Back to home

(cont.)
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Volkswagen

13. Click the dropdown selection arrow:

Do you want to open or save license.dat (1.43 KB) from portal-gs.cpnvwg?

m

Cancel b

14. Select Save As:

Open

15. Navigate to the device folder on the Windows desktop.

16. Open the License subfolder:

[ 2 Save As &

@O- v VASELSOC1 » ~ | 44 ||| Search vas 6150c_1

Organize * MNew folder

i Favorites Bl Name
Pl Desktop . Certificate
= RecentPlaces |

7l Libraries

@ Documents

J’ Music

[ Pictures

E Videos

Save

Save as

Save - Save and open

Date modified Type

3/10/2014 11:25 AM  File folder
3/10/2014 11:25 AM  File folder

1% Computer - |4

File name: license

Save as type: | DAT File

* Hide Folders

17. Click Save:

f 2 Save As r

Organize = Mew folder

-
o Favorites M

Bl Desktop

& Downloads

£l Recent Places =
=l Libraries

@ Documents

J’ Music

[ Pictures

E Videos

%v W » VASG].C » License - . Search License

Date modified > | Type

No items match your search.

1% Computer w4

File name: license

Save as type: | DAT File

= Hide Folders

(co nt.)
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18. Repeat Steps 11 through 16 to save a backup copy of the file on the backup USB flash drive.
19. From the eShop Navigation menu, select To the dealer portal:

VOLKSWAGEN V'

AKTIEMGESELLSCHAFT PO _5\3 T

Welcome to the Offboard Diagnostic Information System eShop

Home page

Order

Basket Click the Products icon for an Overview of the available Products.

Manage user data

Recommended hardware

Hardware Info utility .

Instructions for the ordering process o
L

=z

GTB Click the Basket icon to view the current Basket and the Order.
Leqal notice

“fou can reach these same areas using the left Navigation bar.

Manage orders
License

Hardware key overview

Englizh (United States) -

M To the dealer portal

20. From the Dealer portal, select Logout and then Close Internet Explorer.
21. Safely remove the backup USB flash drive and retain for the security certificate process.

Notes:

¢ Please ensure that the device’s license.dat file was successfully saved in both the primary
and backup License subfolders. If the license file was not successfully saved, repeat Steps 6
through 18 as applicable.

e Do not proceed to Installation Phase 2 if the license is not downloaded and stored as
specified above. The stored license file must be accessed and installed during the
ODIS Service software installation process.

¢ NEVER double-click the license file (to open it) in its stored locations!

All License Process steps completed. Proceed to Section 4.0 — Page 18
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4.0 — Security Certificate Process
4.1 — Request Security Certificate (eCRMS)

Prerequisites

[ Person performing the request has access permission to the eCRMS application on vwhub.
(Permission must be granted by the dealership Systems Administrator.)

[] Backup USB flash drive with device folder and hardware key document on hand.
[] Network desktop PC or laptop connected to a printer available.
[] Fax machine available.

[] Optional: Scanner and network desktop PC or laptop with email program available.

ATTENTION!

DO NOT proceed with the certificate request if the above prerequisites are not met!

1. Insert the backup USB flash drive into available port on a network PC or laptop connected to a
printer.

Open the USB flash drive directory.

Start Internet Explorer.

Logon to vwhub.

From the main (top) menu, select the My Hub or Service tab.

From the left margin menu, select the link to ODIS Certificate Request Mgmt. System (eCRMS).
Complete the eCRMS logon.

© N o 0 s~ WD

Select Create Certificate:

eCRMS
.

Yiew Certificate | Create Certificate | Advanced Search Go To eShop  User Manual

Search

Dedor Nomber: S Hps:
—Select— LI Search

Certificate Management

(cont.)
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9. Select Yes:

eShop License x

A valid eshop license is required before proceeding, Do
you have a valid eShop license?

‘r‘es| ND|

The eCRMS request interface appears.
Information must be entered in all request interface fields marked with an asterisk ( * )

10. Enter all applicable information required in the Dealer/Site Information and Contact
Information sections.

11. Enter the diagnostic device information in the Device Information section as follows:
a. Minimize the eCRMS browser session and navigate to the backup USB flash drive directory
b. Open the applicable device folder and Hardware Key document.
c. Select and Copy the first 32 characters (only) of the hardware key. Example:

alb2c3ddeSfegThRi9)0k1I2m3nda5p6: PanasonicCorporation:CF-52IE2VWVW::3

% Cut
4 Copy
Iy Paste Options:

The characters are saved in Windows “clipboard” memory.

(cont.)
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d. Restore the eCRMS browser session.

In the *Device Type field, Select the device type from the dropdown menu.

In the *Hardware ID field, use Windows keystroke combination Ctrl + V to Paste the 32-
character Hardware Key into the field. (Manual entry is not possible.)

In the *Device Name field, Enter the corresponding, assigned device ID.

When all required information fields ( *) are filled in, click Submit:

View Certificate  Create Certificate  Advanced Search  Go ToeShop  User Manual Close eCRMS

Instructions

* Indicates required fields,
Important: You will be required to print the confirmation page, obtain a Service Manager's signature and scan or fax to YWGoa Security at infor mation.secur ity@ww,.com or 248-754-6302,

Diealer/Site Information

* Dealer Nomber: Daal Dealer Nomber:
40XXXXX
Deder/Site Nana Dealer Phone Nember:

Dealerjsite Address

Streee

Cieye State/Province Zip Code Conntry:

Contact Information

* Cont e Wame * Coneace Phone Mombar: * Coneace Emait: * Confirm Emaif:
John Smith XXX-XXX-XXXX johnsmith@johnsmith.com johnsmith@johnsmith.com

Device Information

“ Device Type * Hardware ID: * Device Wame

VASXXXX * w [l POOOSOOXKXXKXXKXXKIXKKXXKXXKXX 4 XXXXXXXX <H
1

Subimit Re@ @

For assistance, please contact IT service Desk at 248-754-4357 (4AHELF).

Note:

The device ID must be accurately matched with its hardware key in the preceding step. The
device ID and hardware key entered above will appear next to the certificate file staged in
eCRMS during the certificate download steps that follow.

(cont.)
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12. Note the email address and/or fax number from the Important dialog message. Click OK:

Importamt

[mportant You will be required to print the confirmation page, obtain a Service Manager's signature
and scan or fax to YWWGoA Security at information. security@vwcom or 248-T54-6302.

13. Select Print:

Contact Infor mation

Contact Name Juergen Garnnich

Contact Phone Number +1-248-754-4723

Contact Email Juergen. Gemnich@wyw.com

Device Informatian

Device Type 50518

Hardware ID 95fbreeSf27930008C20echq7e0d20
Device Name 55085

Service Manager's Name(PRINT)

Service Manager's Signature and Date

Slees)

14. In the printed copy, fill in the Service Manager’s name.
15. Have the Service Manger sign and date the printed copy.

16. Fax the printed form to (248) 754-6302. Optional: scan form and attach to email to:
information.security@vw.com

17. Safely remove the backup USB flash drive and retain for the certificate download steps that follow.
When the certificate request is approved:
e The certificate is created and staged for download in eCRMS.

e An email is sent, instructing to logon to eCRMS and download the certificate.

Note:

Certificate request confirmation emails can be expected within one working day from the time of
submission.

Certificate Request steps completed. Proceed to Section 4.2 — Page 22
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4.2 — Download & Store Security Certificate

Prerequisites:

N o g~ w DN

[ Certificate request approval notification email received.

[] Backup USB flash drive with device folder on hand.

Insert the backup USB flash drive with device folder into available port on a network PC or laptop.
(The diagnostic device on which ODIS Service is to be installed can also be used here.)

Logon to vwhub > My Hub or Service tab > ODIS Certificate Request Mgmt. System (eCRMS).
Complete the eCRMS logon.

Select View Certificate:

Enter your Dealer Number:

Select Status: Active:

Select Search:
e€CRMS VOLKSWAGEN

GROUF OF AMERICA

Create Certificate  Advanced Search Go ToeShop  User Manual Close eCRMS

Search

Degler Number: Status:

Active -

Certificate Management

e
Dealer Humber Approved Dealer Name
Expired
|Re||||st Humber |Dev Pending Review ‘Hardmrem |Status Expiration Date Device Type

Stalled

A screen with active certificate(s) for the dealership appears:

1. Note the Device ID associated with a posted certificate and place a checkmark (¥") next to the

certificate number:

2. Click Download Certificate: Note the Download Instructions dialog, and click OK:

Download Instructions Active 04/03/2015 50518

Active 04/03/2015 6150
Flease ensure this cerificate is downloaded to device specified in the cerificate.

Active 04/03/2015 50518
Active 04/03/2015 6150 3
Active 04/04/2015 61508
@120 1 Tester 4 7a8e7002fe Shicfec737c4ead368b9 16 Active 05/14/2012 6150 e
Page 1 of 1 50 - View 1-19of 19

Download Certificate, Create Certificate Revoke Certificate

(cont.)
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0% of downloadCertificate.action from gqza2025 Comple.‘.| o || = R

File Download =<

Do you want to open or save this file?

= Mame: 1201-cert.pfx
/f—“) Type: Personal Information Exchange
From: qza2025

ham your computer. f you do not trust the source, do not open or |l

i ”'- I ‘While files from the Intemet can be useful, some files can potentialy
- save this file. What's the risk?

Navigate to the applicable device folder on the backup USB flash drive, and Save the certificate in
the Certificate subfolder:

i _ sl \
( Juv| | » VASE1S0C1 » ~ [ é3 [l search vas 6150¢_1
Organize « Include in library = Share with - Burn MNew folder ==~ O IZEI
A Favorites [ Marme ¥ Date modified Type
B Desktop 3/1/2014339PM  File folder
& Downloads J License 3/7/2014 3:39 PM File folder
15l Recent Places || Hardware Key 3/7/2014 3:40 PM Rich Text Document

Ensure the certificate file appears as being saved in the applicable Certificate subfolder.

4.

Select Close eCRMS:

cCRMS VOLKSWAGEN

GROUF OF AMERICA

View Certificate  Create Certificate = Advanced Search Go To eShop  User Manual Close eCRMS

Safely remove the backup USB flash drive and retain for the certificate importation steps that follow.

Certificate Download steps completed. Proceed to Section 4.3 — Page 24
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4.3 — Import Security Certificate to Windows

Volkswagen

ODIS Service application data is downloaded from a VWAG Group Services web-server. To enable this,
the security certificate must be copied from the backup USB flash drive to the device folder that was
prepared on the Windows desktop, and then imported to Windows.

Certificate importation to Windows authorizes Internet Explorer to access the VWAG web-server.

The diagnostic device’s hardware key must be entered as a password during the certificate importation
process.

Prerequisites
[] Security certificate saved to backup USB flash drive.
] Applicable diagnostic device plugged in to power adapter and booted to Windows desktop.

4.3.1 — Preparation
1. Open the previously-prepared device folder on the diagnostic devices’ Windows desktop.

2. Insert the backup USB flash drive in an available port on the diagnostic device, and Open the

applicable devices’ device folder and Certificate subfolder:

3. Copy the certificate (.pfx) file from the backup USB flash drive to the corresponding device folder

& Certificate subfolder on the Windows desktop:

[l =]
@@ [ || « REMOVABLE (E) » VASG150C1 » - | 44 | o
Organize « Share with + Burn MNew folder =~ 0 @
¢ Favorites Mame Date modified Type
Bl Desktop 6,/19/2015417PM  File folder
4. Downloads License 6/19/2015 4:17 PM File folder
= Recent Places || Hardware Key.bd 11/19/2015 243 PM  Texdt Decument

(o]l s]
@U{l « VASEISOC1 » Certificate v | ¥ || Search Certificate o]
Organize « Install PFX « Burn Mew folder = « [ IIE]
r Favorites Marne Date modified Type
Bl Desktop 69358 cert.pfx 6/5/2015 2:08 PM Personal Informati...
4. Downloads
=i\ Recent Places !

4. Close and safely remove the backup USB flash drive. Store the USB flash drive in a safe location in

case its backup files are needed.
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4.3.2 - Importation

1. From the device folder on the Windows desktop, Open the Certificate subfolder and double-click
the certificate (.pfx) file:

[=][& ]ms]

@Uv| |« VASG150C1 » Certificate - | 44 || Search )
Organize « Install PEX = Burn Mew folder = ~ [ I@l
¥ Favorites Mame Date modified Type
Bl Desktop 69358-cert.pfx 6/5/2015 2:08 PM Personal Informati...
4 Downloads

.
=l Recent Places

2. Select Next:
[[Certificate Import Wizard o _‘ =5

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cancel

A — —

3. Select Next:
[[Certficate Import Wizard ._‘- ~ [E==e=)

File to Import

Specify the file you want to import.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back ” Next > ][ Cancel

(cont.)
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Volkswagen

4. From the device folder on the Windows desktop, Open the Hardware Key document:
5.

Select and Copy the first 32 characters (only) of the hardware key. Example:

&  Cut
24 LCopy

alb2c3d4eSfeg7heisj0k1I2m3ndoSp6: PanasonicCorporatiof:CF-52JE2VWWW::3

I, Paste Options:

The characters are saved in Windows “clipboard” memory.

6.

Paste the 32-characters copied above into the Password: entry field, and then select Next:

- _ N
Certificate Import Wizard. -l - [

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[|Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time,

Indude all extended properties.

Learn more about protecting private keys

< Back I Next > l Cancel

No action needed. Select Next:

Certificate Import Wizard R [x7

Learn more about certificate stores

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Browse...

[ < Back I[ Next = ]I[ Cancel

(cont.)

© 2016 Volkswagen Group of America, Inc.
All rights reserved. Information contained in this document is based on the latest information available at the time of printing and is subject to the copyright and other intellectual
property rights of Volkswagen Group of America, Inc., its affiliated companies and its licensors. All rights are reserved to make changes at any time without notice. No part of this
document may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, nor may these

materials be modified or reposted to other sites, without the prior expressed written permission of the publisher.

Page 26 of 27



Service Information

8. Select Finish:
Ceniﬁ:atelmpnnwimrdﬁ &J

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Automatically determined by t|

C: tor: |
Content PFX I
File Name C:\Users\VAS6150C Desktop)| |
< T b

[ < Back I[ Finish ]I[ Cancel ]

9. Select Yes:

. You are about to install 2 certificate from a certification autherity (CA)
[" claiming to represent:

YWGoA ODIS RootCA 2022

Windows cannot validate that the certificate is actually from "VWGoA
ODIS RootCA 2022", You should confirm its erigin by contacting
"VWGoA ODIS RootCA 2022", The following number will assist you in
this process:

Thumbprint (shal): 1BCF3ET1 3460201 C C3267399 DET11FE2 C321FEED

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

10. Click OK:

Certificate Import Wizard M

0] The import was successful.

All Preparation, License & Security Process steps completed.

Proceed with Installation Phase 2 — Software Installation & Configuration Instructions
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