O e=xus
L-SB-0025-14 Rev1 July 7, 2014 Technical Service Information Bulletin

Immobilizer and Smart Key Reset

Service
Category Vehicle Interior
Lexus Supports %
Section  Theft Deterrent/Keyless Entry Market USA ASE Certification e
Applicability
YEAR(S) MODEL(S) ADDITIONAL INFORMATION
1997 - 2015 CT200H, ES300,

ES300H, ES330,
ES350, GS300,
(S350, GS400,
(G5430, GS450H,
G5460, GX460,
GX470, HS250H, IS F,
15250, 15250C, 15300,
1S350, 1S350C, LFA,
LS400, LS430, LS4860,
LSE00H, LX470,
LX570, RX300, RX330,
RX350, RX4Q0H,
RX450H, SC300,
SC400, SC430

REVISION NOTICE
July 25, 2014 Rev1:
= Sections 1, 2, and 3 have been updated.

Any previous printed versions of this bulletin should be discarded.

SUPERSESSION NOTICE
The information contained in this bulletin supersedes SB No. $5002-01,
¢ Applicability has been updated to include 1997 — 2015 applicable model year vehicles.

Service Bulletin No. SS002-01 is Obsolete and any printed versions should be discarded. Be sure
to review the entire content of this bulletin before proceeding.
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Immobilizer and Smart Key Reset

Introduction

The Immobilizer and Smart Key Reset is a feature that allows the registration of new keys when all
master keys are lost. Once the system is reset, all previously registered keys will be erased. Follow
the procedures in this bulletin to reset a vehicle Immobilizer or Smart Key system.

NOTE

There are new security provisions required to obtain a Reset Pass-Code. It is critical that the
instructions for this new process are reviewed BEFORE attempting to get a Pass-Code in the
new system.

Warranty Information

OP CODE DESCRIPTION TIME OFP ™ | T2
N/A Not Applicable to Warranty - = = =

Required Tools & Equipment

REQUIRED EQUIPMENT SUPPLIER PART NUMBER ary
Techstream 2.0* oE TS2UNIT ’
Techstream Lite TSLITEPDLRO1

* Essential SST.

NOTE
¢ Only ONE of the Techstream units listed above is required.

« Software version 9.10.037 or later is required.

* Additional Techstream units may be ordered by calling Approved Dealer Equipment (ADE) at
1-800-368-6787.
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Immobilizer and Smart Key Reset

Service Bulletin Overview

1. Review the vehicle application chart in the Technical Information System (TIS) to verify the
vehicle is capable of being reset.

Refer to the Lexus Vehicle Support chart located on TiIS, under Diagnostics — Immobilizer Reset
— Reference Documents.

2. Review the new security authorization process and chose the option that best supports your
dealer situation.

3. Follow the Techstream and TIS screenshots to obtain the Pass-Code needed to open registration
for Immobilizer and Smart Key programming.

NOTE

Some early ECM based Immobilizers cannot be reset using Techstream. For these vehicles,
do the following:

= ldentify the vehicle using the Lexus Vehicle Support chart noted above.

« Refer to the most recent SPOC bulletin for instructions.
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Section 1: Security Authorization for the Reset Pass-Code

An improved security measure has been implemented in TIS that requires a secondary approval by
dealer management each time an Immobilizer or Smart Key Reset request is submitted. Please

review the following flow chart and become familiar with the options outlined prior to attempting
a vehicle reset.

Figure 1. Immokilizer Reset Process

REQUESTOR

N

Login to TIS and Navigate ta TIS >
Diagnostics > Immobilizer Reset

v

Re-entar TIS password into
Immobilizer Reset partlet

v

Complete Immobilizar Reset
form and acknowledge Fositive
Identification Policy

v

Confirm Approving Managers

APPROVING MANAGER

Login to TIS and Access

Login to TIS and Access Approval
Request Inbox Message

L 2

Approved Inbox Message <

v

Confirm detail and select
“Immobilizer Reseat” link

v

Re-anter TIS password into
Immaobilizer Reset portlet

v

Complete Remaining TIS and
Techstream Smart Code Resel
procedures as usual

N

Confirm Request details,
acknowledge Request Approval
Paolicy, and Approve Request

[ ReEquesTor |

| APPROVING MANAGER |

Steps introduced
July 5, 2014
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immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code {Continued)
Key Points:

» The Reset request can be submitted from the Techstream in the vehicle, or on TIS before the
vehicle is available.

+ A single management approval can be used multiple times for the same VIN as needed until the
vehicle repair is completed.

= Each Reset attempt for the same VIN will generate a new Seed Number and a unique
Pass-Code.

« The request and approval hand-off between technician and management is done on the TIS
home page inbox accessed at each individual's location (Techstream, office, etc.).

Main Steps:
1. Obtain Authorization
A. Technician Reset Approval Request
B. Manager Access TIS In-Box Message and Approve
2. Perform Reset with Techstream
A. Access Approval In-Box Message
B. Perform Reset at Vehicle
Variations:
1. Pre-approval before vehicle is accessed (as per above Main Steps)
2. Request and receive approval from Techstream after entering the reset utility
3. Repeated reset attempts with Techstream by accessing the single approval file
Approving Managers:
Once the Pass-Code Request form has been completed an approval request will be sent to all

approving managers. Dealership personnel with the following job titles in “Staffmaster” are granted
Pass-Code approval capability.

Dealer Principal, General Manager, Service Manager, Service Director, Service/Parts Director, Parts
Manager, Parls Director, Customer Relations Manager, Customer Salisfaction Manager, Shop Foreman,

Diagnostic Specialist Team Leader. Each dealer must have at least 2 enrolled managers in order to access
any Pass-Codes.
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Immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code {Continued)

NOTE

Once a Reset is completed, it may be necessary to enter an “Immobilizer Key Registration” or a
“Smart Key Code Registration” utility to program the new keys. Early Inmobilizer systems may be
ready to accept keys immediately after the Reset if the security light flashes a 2-digit code {such
as 21 or 22). Refer to the applicable Repair Manual for details.

Please review the Techstream and TIS screenshots in this bulletin to become familiar with the
new management authorization process flow.

Section 2: Reset Approval Request (TIS Pre-Approval)

1. Open TIS and enter the Diagnostics and Immobilizer Reset tabs. Login using your password.
Figure 2.

WJ Library m J Tech Assistance U Vehicle Inquiry

Calikraticns

Key Code Reset

Receive a Passcode

| Immabilizer and Smart Key Code Reset allows the registration cf a new Master
| Key even if all original Mastar Keys ars lost Once the Imrmokslizer sndfor Smart
| Key Code is reset, all previously registered key codes will be erased,

| Re-enter your Password below to proceed to the Immobilizer and Smart Key Code
| Reset form,

Password: [
=R i
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Immobilizer and Smart Key Reset

Section 2: Reset Approval Request (TIS Pre-Approval) (Continued)

2. Enter the information requested, check all 4 boxes below Positive Identification Policy, then
click Nexi.

Figure 3.

T T — |

Please complete the following fields to receive a passcode.

Daaler Code:
Dealer Hame:
Techrecian Kame:

vetste v (] ] ] a7 sgevm
| “Repair Order/Parts Invorce Number: [ ]
B —

l Positive ldentification Policy
*IT 1 have vanfied the customer's authenty to obtan vehicle secunty mformatien for this vehicla
“IT  1have varified tha customer's full lagal name and confirmed thew identity with a valid pictura ID,
“I~ 1 have or will visually confirm the vehick's registration documant and ownership.
=T~ 1agree to tha TIS Terms and Condibona.

| (*) - Indicatas Raquired Fieki(s)

| Motm: Detads of the transaction wil be includad in the Monthly Vetecla Secunty Transacoon Report sent to the Dealer GM. Also, a log
of aach transacbicn is sent tn the Kational Insuranca Croma Bureau.

3. A minimum of two managers are required to be selected. Once two or more managers are
selected, click Submit to continue. Each request is required to be approved by one manager.
Once manager approval is received, continue to Section 5, “Receipt of Pass-Code."

Figure 4.

Salect 2 minimum of two managers from the list below and click Submit to
continue. Each request requires approval from one manager.

Exampie Manager 1
Example Manager 2
Example Manager 3
Example Manager 4
Exampie Manager 5

B E 00O
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request)

1. Connect Techstream to the vehicle.
Figure 5.

==
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Section 3: Techstream Reset Utility (With Request} (Continued)

2. Choose the appropriate vehicle model and year if the ignition cannot be turned on and the
information does not automatically populate.

Figure 6.

BT T IEE g
0ua an & s va - oEET—
7] M W A e e bttt i e Heat
H : Rowired burvtown

O TOYOTA

atnl

p)edte

pdelvewr  (Hijux

E Land Crulser
T matx

Ophenr MR2

MR2 Spyder

Paseo

Previa

Prius
e Prus C
b Prius PHV

3. Choose the Immobilizer or Smart Key system as needed.

Figure 7.

[ fri= e T8 e ree
Sysnm Salact | Suored Duts |

System Selection Menu
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Section 3: Techstream Reset Utility (With Request) {Continued)

4. Choose the Immobilizer or Smart Code Reset utility.

Figure 8.
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5. Enter the VIN if prompted.

Figure 9.

Sysom Select | SimedDara  Smart Koy Live |

e

Utility
Sabact e ™
Customuzs 3 Moda) -

EC Input VIN.

VIN could not ba retrieved from vetucle,
VIN input is required

l

If the inputied characters are comect, press Nexd to
precesd

cntmduction I j |
Thes funchon ersed < Back | Hext > Exdt the catady 104 Hha repest manusl of
the Sevice Bubel 1
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Section 3: Techstream Reset Utility (With Request) (Continued)

6. Techstream will generate a Seed Number. Click Get Pass-Code.
Figure 10.

{nptt Seed Numbaer on T1S to reirieve a Pass-Code.

=
= than input & Pass-Coda and then press Next.
=5
free
=D

Seed Number:

T0AEHZ0B09SHI0ISH l
7037521d1ed11fcsbi77cich Gt
£0cd3500524b10630edS8e Pass Cote

Pass-Code Number:

o || e Bl |
Usage»

<tmductons

b I ra— « Back | N = || Exit ' b the dutsiu ses the repas memd o
e Service Bulksteg

=]

7. Click Send to connect to TIS.
Figure 11.

1

1

Byviam Seiect | SiowdData Sawart Koy Livs |

Smiit odo Beset (WAL G1.007)

=

== o
= 2a910acd208095b9d015943c6
]

e |

97037521d1led11fc5b177cOch
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Pl i “Q) Pruss “Send"” to sand the Ssed Number
to the Smert Code Reset webpsge.
_ Fress “Copy” to copy the Seed Number
: to the Clipboard.
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]
Copy i
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) (Continued)

NOTE

* [f there is already a management approval file for this VIN, DO NOT follow the next 3 steps to
resubmit a request. Open the approval file in your TIS inbox and enter the most recent Seed
Number to get the Pass-Code {as outlined in Section 5, “Receipt of Pass-Code"). Then go to
Section 6, “Techstream Reset Utility (Reset Initiated).”

* For repeated Reset attempts after the approval is completed, follow Section 3, “Techstream
Reset Utility (With Reguest),” and Section 6, “Techstream Reset Utility (Reset Initiated),” using
the same management approval file.

8. When the TIS window opens, enter your password to login.
Figure 12.

w Library (% Drimgee | | Y Tech Assistance U wehicle Inquiry

Calibraticns

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration of a new Master
Key even if 8l original Master Keys are lost. Once the Immagbilizer and/or Smart
Key Code is reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the Immobilizer and Smart Key Code
Reset form.

Password: [
=g
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) {Continued)

9. Fill in the required information and select Next.
Figure 13.

Please complete the following fields to receive a passcoda.

| Dealer Code:
Dealer Name:
Technaan Name;

“Vehide VIN: [ ] 117 sga wing
“Repair Order/Parts Invoice Number: [
“Customer Last Name: |

Eosittve Identification Folicy

*IT  1have verified the customet’s authority ta cbtan vehide security infermation for this vehide,

5 1 have venfied the customer's full legal nama and conflirmed their identity with a valid pecturs 13,
I 1have or will vigually confirm the vehiche's registration document and ownership.

_r- 1 agree to tha Terms and Condiions.

("} - Indicates Requited Field{s)

Nale; Details of this transaciion will be included 1 the Monthly Velude Secunty Transachon Report sent to the Denter GM. Also, a log of each transaction s

| sant ta the National Insurance Crime Bureau. l

) 580 B - |

10. A minimum of two managers are required to be selected. Once two or more managers are
selected, click Submit to continue. Each request is required to be approved by one manager.
Once manager approval is received, continue to Section 5, “Receipt of Pass-Code."

Figure 14.

Select a minimum of two managers from the [ist below and click Submit to
continue. Each request requires approval from one manager.

Exampie Manager 1 0 -
Example Manager 2 |
Example Manager 3 0
Exampie Manager 4 ]
Example Manager 5 ]

Eubmg [Cancel

© 2014 Lexus, a division of Toyota Motor Sales, USA




Oisaus L-SB-0025-14 Rev1 July 7, 2014 Page 14 of 22

Immobilizer and Smart Key Reset

Section 4: Manager Approval (TIS)

1. Once the request has been submitted, one of the authorized dealer managers will locate the
technician’s request in their TIS home page inbox.

The manager clicks the title to open the Request.
Figure 15.

[~ 06/30/2014 naw Approval Requred: Immobilzer Reset Request No. 14863000028
|~ oarsorznas | o ary

r oarsarzeial ... eiherdfingr

I oarsa/2014 ) oo horg

I~ 06/29/2014 na- Approval Required: Key Code Na. 14062900025

™ 06/29/2014 na= Aggrovel Requred: Key Code Reguest No. 14062900022
I~ 06/2972013 ! naw digafg

I” 062972014 ! = digefpdig
rosasnal, | capea
I~ o&/23/2014 I_ nam= dfgd
et » it 33
shovargy 1 trough 10 you have 40 messapes
#y Cortifications ) ) |
Name:
Primary Job Code:
Listed belew are the requirements to manter: your current certification
Uneversty of Toyota
% s Status ]
echrioen laster eguircments Complete ]
[ — e — — — =
==
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Immobilizer and Smart Key Reset

Section 4: Manager Approval (TIS) (Continued)

2. The manager checks the 3 boxes under Request Approval Policy, then selects Approve to
send the approval to the technician.

Figure 16.

Inbox .

| Subject: Approval Required: Immobilizer Raset Request No, 14070100021 |

Hello |

The user [T T has requestad to perform an Immobilizer Resat on 07/01/2014 01:27 PM PDT. Tha |
detaids of the request are as follows,

Betiuest Detafls:

Request No:

Dealer Code:

Dealer Nama:

Technician Nama:

Vehicla VIN:

Repair Order/Parts Invoice Numbar:
| Customer Last Name:

| Pasitive Identification Policy

' ¥ 1 have verifiad the customer's authonty to obtain vehicle secunty information for this vehicle.

| ¥ 1have verified the customer's full legal name and confirmed their identity with a valid picture 1D.
{¥ 1 have or will visually confirm the vehicle's registration document and ownership,

q [ 1 agree to the TIS Terms and Conditions.

Request Approval Policy

“[" 1 hava venfiad the details antered for this requast and confirmed the authonty of the customer was vanfied.
“[™ 1realize that upon retneval, a ransaction log will be posted to the Mational Insurance Cnme Bureay.

“[™ 1agree to the TIS Tarms and Condihans.

{*) - Indicates Requrred Freld(s)

This request will expics in 72 howrs from the tme of receipt of this message at 07/04/2014 01:27 PM PDT.

For assistance, please contact the Daaler Daily Halpdesk.
Note; Datails of this transaction will be included in the Monthly Vehicle Sacunty Transaction Report sent to the Dealar GM, Als lag of
each transaction 2 sent to the National Insurance Cnme Bureau.

finbox Home] Eancel frpprovel Baject

P — -—- g
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Section 5: Receipt of Pass-Code (TIS)

1. Once approved by management, the technician opens his TIS inbox and locates the Reset

request. The technician clicks the title to open the Approval.

Figure 17.

( 1o

\'

| ™ 06/30/2014 ne= Immobalizer Reset Request No. 14063000028 has been Approved

I oa30/2014 f o athy

I 06/30/2014 | . ctherdige
I~ o630/2004 L hgrg

I osrzsiantal . orgarg

I 082972014} .. argargarg
I osrzeraonal . coreos

r nsmlzma! s cifgd

I osrzwz01e .. igar
rosrzznal . oooa

* [tis recommended to retrieve the Pass-Code from the Techstream connected to the vehicle
as the Seed Number and Pass-Code work together.

= Once approved by management, multiple resets can be performed for a single VIN.
Each attempt will create a new Seed Number and resultant Pass-Code.

mest > last >
showing 1 through 10 you have 40 measages
Hy Certifications

Name:

Primary Job Code:

Current Certification Stalus:

Univertity of Toyota
NOTE
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS} (Continued}

2. Once opened, the technician clicks the Immobilizer Reset link to continue.
Figure 18.

B o5 sanic one
|.lnbu
|

| Subject: Immobilizer Reset Request No. 14063000028 has baen Approved

You had mdu:dd- request (Reguest No. 14063000028) for an Immatilizer Reset on 06/30/2014 03:09 PM PDT, Your request has been Approved and detafs
have been saved.

Regucst Dotaily;

Request No:

Dealer Code:

Dealer Name:

Technioan Name:

vehicle VIN:

Repair Order/Patts Invoice Number:
| Customer Lagt Name:

Marager:

\| Approve! Date:
Pleaca dick an tha link below to g

de for your request. ARer dicking on this hnk, you will need to connect the Tachsiraam
]_ the Sead Na and enter lhe Te:hamm Soitware version to proceed.
Lmmobilzer Reset

Thit link wnll expire 1 hours after the receipt of this message at 06/30/2014 04:20 PM PDT. This link may be used multiple times to perform an Immolbilizer
Reset for the mentioned VIN pumber bil £ expires.

For assistance, please contact the Denler Daily Helpdesk,
Click on the “Inbax Home™ bution below ta return o your inbae,

My Catrtifications

Name:
Primary Job Code:
Current Certificalion Status:

3. At this point, it is necessary for the technician to re-enter their password to login again
Figure 18.

Ua'braters

0 Vehicte Inquiry

Receive 3 Passcode
Immabslizer and Smart Key Code Reset aflows the regoirstion of a new Master Key even if all onginal Master Keys are lost. Once the Immobilizer andfor Smart
| Kay Code is reset, all previously registered key codes will be erazed.

| | Reanter your Pazeword below to proceed 10 the Immaobikzer and Smart Key Code Reset farm

A
Password: [

{
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) (Continued)

4. The technician must enter the Techstream software version and paste in the Seed Number
from Techstream, then click Next.

Figure 20.

3 Teih Aviintanis

o Wehdihs |nguey

Please completa the fellowmg fields to receve a passcode

Reguest Na
Dealer Code:
Dualer Nama
Techmoan Name:

Vehicle VIN:
Repar Order/Farts [nwote Number

Customer Last Name
“Techaream Softmare Verson [ |
“Beed Number :

{trom seantogl)

1 have vertfied the customer's authonty to obtan veturle secunty nfermation for s velude.

1 hawe venfiad the customer’s full legal name and confirmed their idertity with » vabd piclure 1D.
1 have or will visually confirm the vehide's reg document and ownership,

1 sgree 1o the Terms ard Conditemns

aqgan

Hote; Detals of this transaction will be induded in the Montlly Veluele Securay Tramsaction Repart sant ta the Dealer GM, Also, 8 log of aach remiather i3
$ent to the National Insurance Cnme Buresu.

(") - Indicates Required Field|{s]
Request Status 157 Beguest Moz 16063000020

Reguesi Status: doproved Regueast Tima:
Manager: Approval Yalid Till:

Bac] i ped
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) {Continued)

5. The Pass-Code will then be provided as shown. Continue to Section 6, “Techstream Reset Utility
(Reset Initiated),” for instructions on entering the Pass-Code to initiate the Reset.

Figure 21.

o Nlirary 'i‘ H O Tedh Assitameir b Wokitle Inguery

Dealer Name:

Techmiaan Name:

Vehida VIN:

Repair Order/Parts Invoice Number:
Customer Last Name:

Techstream Software Version:

Bositive Idontification Policy

F 1 have verified the customer's authority to cbtain vehicle security
information for this vehicle.

(4 1 have verified the custorner's full legal name and confirmed their identity
with a valid picture ID. 1

7! have or will wisually confirm the vehidla's registration document and |
ownership, |

| ¥ 1 agree to the TIS Terms and Conditions. i

Beouest Avoroval Policy

I have verified the details entered for this request and confirmed the
4

authority of the customer was verified.

P! realize that upon retrieval, a trensaction log wil be postec '40.¢ National
Insurance Crime Bureau,

¥ 1agree to the TIS Terms and Condity

| Thank You NN Your immbabilizer Passcode §: 073082
| Click the button beiow to return to the Immabilizer

Immobrrzer Reset Home |
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated)

The Reset can be initiated once the management approval reply is available in the TIS home page
inbox. With this approval file, multiple Seed Numbers can be used for as many attempts as needed
to repair the vehicle,

NOTE

If you have received the file from management in your TIS inbox that shows the approval status
for the given VIN, do NOT resubmit for another approval for this vehicle. It will not be necessary.
Continue to open the approval file and enter a new Seed Number to get the unique Pass-Code
for each attempt.

1. After retrieving the Pass-Code from the manager approval process in Section 4 (“Manager
Approval”y and Section § ("Receipt of Pass-Code”), enter the Pass-Code in Techsiream and
click Next.

Figure 22.

Bysiom Setect | Siored Dms Smant Key Liva |

Uttty Se
R ]
Cumtamde [ -
ECU Comemunec st Step 10of 2
[ J|FE
m Input Seed Number on TIS to retrieve a Pass-Code,
m then input & Pass-Code and then press Next
sees o
EE9104Cd208095b9d01554306
[ ot ie | 97037571d1ed11fcsbi77coct  Gat
Pf0cdaasho524bdl063eed58e Pass-Cods
Sche98aSfedibdalycles
\ Pass-Code Number;
| 715474 - '_ g | =
e i
‘Une thuy hmchon i
i s Back | : Exit
rsn::.'un:: £ | Haxt = i | e delads bow the ropad o o
by
(=]
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Immobilizer and Smart Key Reset
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Section 6: Techstream Reset Utility (Reset Initiated) (Continued)

2. Click Yes to start the process.

Figure 23.
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Figure 24.
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility {Reset Initiated) (Continued)

3. Once completed, it may be necessary to enter either the Immobilizer Key Registration or Smart
Code Registration utility to program keys.

Figure 25.
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NOTE
Some early Immobilizer systems go directly into programming mode. This can be confirmed
by the security light blinking a 2-digit code. Refer to the applicable Repair Manual for details.
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