@ TOYOTA

T-SB-0043-14 July 7, 2014 Technical Service Bulletin

Immobilizer and Smart Key Reset

Service
Category Vehicle Interior
Toyola Su.ppo['ts
Section  Theft Deterrent/Keyless Entry Market USA ASE Certification
Applicability
YEAR(S) MODEL(S) ADDITIONAL INFORMATION
1998 - 2015 4Runner, Avalon,

Avalon HV, Camry,
Camry HV, Corolla,
Corolla BR-Prod, FJ
Cruiser, Hightander,
Highlander HV, Land
Cruiser, MR2 Spyder,
Matrix, Prius, Prius
C, Prius PHV, Prius
V, RAV4, RAV4 EV,
Sequoia, Sienna,
Solara, Tacoma,
Tundra, Venza, Yaris

SUPERSESSION NOTICE
The information contained in this bulletin supersedes SB No. $S5003-01
= Applicability has been updated to include 1998 — 2015 applicable model year vehicles.

Service Bulletin No. $5003-01 is Obsolete and any printed versions should be discarded. Be sure
to review the entire content of this bulletin before proceeding.

Introduction

The Immobilizer and Smart Key Reset is a feature that allows the registration of new keys when all
master keys are lost. Once the system is reset, all previously registered keys will be erased. Follow
the procedures in this bulletin to reset a vehicle Immobilizer or Smart Key system.

NOTE

There are new security provisions required to obtain a Reset Pass-Code. It is critical that the
instructions for this new process are reviewed BEFORE attempting to get a Pass-Code in the
new system.
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Immobilizer and Smart Key Reset

Warranty Information

OP CODE DESCRIPTION TIME OFP ™ | T2
N/A Not Applicable to Warranty = = - -

Required Tools & Equipment

REQUIRED EQUIPMENT SUPPLIER PART NUMBER Qrty
Techstream 2.0* TSZ2UNIT
TIS Techstream ADE TSPKG1 1
Techstream Lite TSLITEDLRO1

* Essential SST.

NOTE
* Only ONE of the Techstream units listed above is required.

* Software version 9.10.037 or later is required.

* Additional Techstream units may be ordered by calling Approved Dealer Equipment (ADE) at
1-800-368-6787.

Service Bulletin Overview

1. Review the vehicle application chart in the Technical Information System (TiS) to verify the
vehicle is capable of being reset.

Refer to the Toyota / Scion Vehicle Support chart located on TIS, under Diagnostics —
Immobilizer Reset — Reference Documents.

2. Review the new security authorization process and chose the option that best supports your
dealer situation.

3. Follow the Techstream and TIS screenshots to obtain the Pass-Code needed to open registration
for Immobilizer and Smart Key programming.

NOTE

Some early ECM based Immobilizers cannot be reset using Techstream. For these vehicles, do
the following:

* ldentify the vehicle using the Toyota / Scion Vehicle Support noted above.

* Refer to the most recent PANT bulletin for instructions.
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Section 1: Security Authorization for the Reset Pass-Code

An improved security measure has been implemented in TIS that requires a secondary approval by
dealer management each time an Immobilizer or Smart Key Reset request is submitted. Please

review the following flow chart and become familiar with the options outlined prior to attempting
a vehicle reset.

Figure 1. Immobilizer Reset Process

REQUESTOR

/N

Lagin to TIS and Navigate to TIS >
Diagnostics > Immobilizer Reset

v

Re-antar TIS password into
Immabllizer Reset portiet

v

Complate Immobilizer Reset
form and acknowledge Positive
Identification Policy

v

Confirm Approving Managers

APPROVING MANAGER

Login ta TIS and Access

Login te TIS and Access Approval
Request Inbox Messaga

4

Approved Inbox Message *

v

Confirm detall and select
“Immobilizer Resel" link

v

Re-anter TIS password Into
Immobilizer Resst portlet

v

Complete Ramaining TIS and
Techstream Smart Code Resst

—_procaduras as usual

Confirm Request detalls,
acknowiedge Request Approval
Policy, and Approva Request

/=N

——|———REQUESTOR— |

| APPROVING MANAGER |

July 5, 2014

Steps introduced
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Immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code (Continued)

Key Points:

= The Reset request can be submitted from the Techstream in the vehicle, or on TIS before the
vehicle is available.

* A single management approval can be used multiple times for the same VIN as needed untit the
vehicle repair is completed.

» Each Reset attempt for the same VIN will generate a new Seed Number and a unique
Pass-Code.

= The request and approval hand-off between technician and management is done on the TIS
home page inbox accessed at each individual's location (Techstream, office, etc.).

Main Steps:
1. Obtain Authorization
A. Technician Reset Approval Request
B. Manager Access TIS In-Box Message and Approve
2. Perform Reset with Techstream
A. Access Approval In-Box Message
B. Perform Reset at Vehicle
Variations:
1. Pre-approval before vehicle is accessed (as per above Main Steps)
2. Request and receive approval from Techstream after entering the reset utility
3. Repeated reset attempts with Techstream by accessing the single approval file
Approving Managers:

Once the Pass-Code Request form has been completed an approval request will be sent to all

approving managers. Dealership personnel with the following job titles in “Staffmaster” are granted
Pass-Code approval capability.

Dealer Principal, General Manager, Service Manager, Service Direclor, Service/Parts Director, Paris
Manager, Farts Director, Customer Relations Manager, Customer Salisfaction Manager, Each dealer must
have at least 2 enrolled managers in order fo access any Pass-Codes.

NOTE

Once a Reset is completed, it may be necessary to enter an “Immobilizer Key Registration” or a
“Smart Key Code Registration” utility to program the new keys. Early Immobilizer systems may be
ready to accept keys immediately after the Reset if the security light flashes a 2-digit code (such
as 21 or 22). Refer to the applicable Repair Manual for details.
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Section 1: Security Authorization for the Reset Pass-Code ({Continued)

Please review the Techstream and T|S screenshots in this bulletin to become familiar with the
new management authorization process flow.

Section 2: Reset Approval Request (TIS Pre-Approval)

1. Open TIS and enter the Diagnostics and Immobilizer Reset tabs. Login using your password.

Figure 2.

U Library W. O Tech Assistance O Vehicle Inquiry

ScanTool Calibrations

p
Key Code Reset

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration of a new Master
Key even if all onginal Master Keys are lost. Once the immobilizer and/or Smart
Key Code is reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the Immobilizer and Smart Key Code
Reset form.

Password: [ ]

Sl Load
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Immobilizer and Smart Key Reset

Section 2: Reset Approval Request (TIS Pre-Approval) (Continued)

2. Enter the information requested, check all 4 boxes below Positive Identification Policy, then
click Next.

Figure 3.

—
w Vehlde Tnquiry

mtiizer eeset R T

« 1ibrary L) agnestics. «) Tech Assistance

Scantool Cabbranens

| Ney Code Reset

Please complete the following fields to recelve a passcode.

Daater Code:
Dualer Name:
Techmeian Name:

vehicle VIN. ] ] [ (17 digit VIN}

Reparr Qrder/Parts Invoice Number, ]
i “Customer LastName: [ ]

T have venfied the customer’s authonty to obtain vehicla secunty mformanon for thes vehicle

1 have venfied the customer’s full legal name and confirmed their identity with a vatid picture [D.
1 hawe or will visually confim the vehicle's registration document and ownership

1 agree to the TIS Tarms and Conditions.

AR

{“} - Indicates Requred Field(s)

Hoig; Details of this transaction wil e ancluded in the Monthly Vehicle Secunity Transaction Report sent to the Daaler GM. Also, alog
of aach transaction 5 sent to the Nabanal Insurance Crime Bureau.

BacH [taa] fiesd
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Section 2: Reset Approval Request {TIS Pre-Approval) (Continued)

3. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 5, “Receipt of Pass-Code.”

Figure 4.

Message from webpage - Le

59

@

You are about to trigger an Approval for your request. A TIS in-box
message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to
continue.

Click OK to continue with this request or click Cancel to retumn to
the previous screen.

| ok || Ccancel
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request)

1. Connect Techstream to the vehicle.
Figure 5.

[Fe Frcton Sebn 1 tew

o3 Demd

P TOYOTA D=aus €D scicm
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Section 3: Techstream Reset Utility {(With Request} (Continued)

2. Choose the appropriate vehicle model and vear if the ignition cannot be turned on and the
information does not automatically populate.

Figure 6.
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Pasea

3. Choose the immobilizer or Smart Key system as needed.

Figure 7.
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Immobilizer and Smart Key Reset

Section 3; Techstream Reset Utility {With Request) {Continued)

4. Choose the Immobilizer or Smart Code Reset utility.
Figure 8.

Utility Seleciion Menu
Salect detand idy 30 Thoh prest Hest bumton
it Catmae Commanic anon ChechiK ey 0 Eladey -
£ CU Comrenune @00 D gt Rt St Cada Cranve
Senant Codle Regpitimdian iClaviat) Smart Code Regatrston

Doz Dy irs

Urngan
Una 28 functon 10 mase ol Smart Codes # c3ee of losng ol keys

«inlroductcn >
Thup Sarsctoo andbirk 8 rogritirnd Smut Cixded i értae 10 won Ows hictan yms need o paasword For ibe deiads oo the ieper manual or
e Eerwce Bullstn

- =]

5. Enter the VIN if prompted.
Figure 9.

Sysiom Seiect | StoredDta Srmet ey Livs |

e
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L
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|
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e
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R | oS
P
[=]

© 2014 Toyota Motor Sales, USA



@O TOYOTA

T-SB-0043-14

Immobilizer and Smart Key Reset

July 7, 2014

Page 11 of 23

Section 3: Techstream Reset Utility (With Request) {Continued)

6. Techstream will generate a Seed Number. Click Get Pass-Code.

Figure 10.
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et e | Input
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7. Click Send to connect to TIS.

Figure 11.

Systom Seiact | Slorsd Cats  Soment Kay Live |
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Section 3: Techstream Reset Utility {With Request) (Continued)

NOTE

+ If there is already a management approval file for this VIN, DO NOT follow the next 3 steps to
resubmit a request. Open the approval file in your TIS inbox and enter the most recent Seed
Number to get the Pass-Code {as outlined in Section 5, “Receipt of Pass-Code”). Then go to
Section 6, “Techstream Reset Utility (Reset Initiated).”

* For repeated Reset attempts after the approval is completed, follow Section 3 {“Techstream
Reset Utility (With Reguest)") and Section 6 {“Reset Initiated”) using the same management
approval file.

8. When the TIS window opens, enter your password to login.

Figure 12.

O vach Assistance J vehicle Inguiry

SeanTool | Calibrations Immobitizer Reset

Key Code Reset .
Receive a Passcode

Immobihzer and Smart Key Code Aeset allows the registration of 8 new Master
Key even if all original Master Keys are lost. Once the [mmobilizer and/or Smart
Key Code 15 reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the Immobilizer and Smart ey Code
Reset form.,

Password: [ ]

[Etead [agi
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) (Continued)

8. Fillin the required information and select Nex{.
Figure 13,

Please compigte the following felds to receive a passcade

Dealer Code:
Daaler Name:
Techrcan Name:

fehide VIN: [T [T J 1T ] 17 digavany 1
“Renwr Qrder/Parts Inveice Number: [ ] (

- “Custamer Lagt Name: [
Positive Identification Policy |
r 1 have verified the customer's suthority o obtain vehicle secunty information for this vehicle.

- 1 have verified the custamer's full legal nama and confirmed thair identily with a valid picture 10,

e O 1 have ar will visually confirm the vehude's registration document and cwnership. |
*T" 1 ogree ta the Terms and Condibons.

(") Indicates Required Field(s)

HNolw: Detas of thus ransacten will be inclyded in the Meathly Vehide Sedunty Transaction Report set to he Dealer GM. 4!30, a log of each transaction is
sent to the National Insurance Cnme Bureau.
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) {Continued)

10. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 5, “Receipt of Pass-Code.”

Figure 14.

Message from webpage >

(/-\ i You are about to trigger an Approval for your request. A TIS in-box
& message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to

continue.

Click OK to continue with this request or click Cancel to retum to
the previous screen.

L oK l[ Cancel ]
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Immobilizer and Smart Key Reset

Section 4: Manager Approval (TIS)

1. Once the request has been submitted, one of the authorized dealer managers will locate the
technician’s request in their TIS home page inbox.

The manager clicks the title to open the Request.
Figure 15.

| I DE£ID/20t4 ne= Approval Required: Immobilizer Reset Request No. 14063000028
roerso/znas ] ., wath
" ceaor20t4 ] o etherdgr

I oasor20t4 | 00 horg
| ™ 08/29/2014 new Approval Requred: Key Coda Reguest No. 14062900025

| I 08729/2014 new Approval Requered: Key Coda Request No. 14062900022
(1= orzerataa ), argdrg
I~ oarzeian1a) . ororgarg
I oaraor201ad . porear
osrzyvannal__ona
next > last =>

sy 1 trough 1D yous have 40 messages

| #tv Certifications

Namae:
Primary Job Code:

Uistad balow are the requirgments (0 mantam yaur current cartification,

Uneversity of Toyota

JLast Month's SRatus Fugg Raguirements |
echnican |Magter Reguirements Complete |
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Immobilizer and Smart Key Reset

Section 4: Manager Approval (TIS) (Continued)

2. The manager checks the 3 boxes under Request Approval Policy, then selects Approve to
send the approval to the technician.

Figure 16.

FEF wome 115/ servica Lane_ A

= |

Subject: Approva!l Required: Immobiizer Reset Request No. 140701000321
Hello

The user [EaERT T e Pote e o has requested to perform an immobihzer Reset on 07/01/2014 01:27 PM PDT. The
details of tha request are as follows,

Reques Detojfs:

Request No:

Dealer Code:

Dealer Name:

Technician Name:

Wehicle VIN:

Reparr Order/Parts Invoice Number;

Customer Last Name:

eositive Identification Pollcy

J= [ have verified the customer’s suthenty to cbtain vehicie secunty information for this vehicla,
[ I have verified the customer’s full legal name and canfirmed their identity with a valid picture 1D,
1¥ I have or will visually confirm the vehicle's registraticn document and ownership,

\F I agree to the TIS Terms and Conditions.

“ [~ 1have venfied the details entered for this request and confirmed the authority of tha customer was venfiad

I~ 1realize that upen retneval, a transaction log will be pested to the National Insurance Cnme Bureau.
“T~  1agree to tha TIS Terms and Conditrons

{=) - Indicates Required Field(s}

This request will ezpire in 72 hours from the time of receipt of this message at 12/04/2014 U1:27 I'M PDT.
For assistance, plaase contact tha Daaler Daily Helpdesk

Hote: Detads of the transaction will be inciuded i the Monthly Velicla Secunty Transactan Report sent to the Desler GM. Al log of
each transaction i sent to the National Insurance Cnme Buraau.

III'E.'U‘ ;‘uﬂ.] @ E'!"II OV i iﬂ r:q
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS)

1. Once approved by management, the technician opens his TIS inbox and locates the Reset
request. The technician clicks the titie to open the Approval.

Figure 17.

| Inbox

Setect At - - iR efresn
I~ 05/30/2014 =s~ Immobilizer Reset Request No. 14063000028 has been Approved

I oaan/2014] Lo waih

I 06r30/2014 ) ... stherdfgr
 os/30/2014] o hgim
052972014 ) .. digarg

I oszora01a) . argorodi
I oss29/200a ) capear

I~ o&r23/20t4 . stod
osrzvamal . st

I~ oar23/2014] —

neat = bk 2 |I

showng 1 through 10 you have 40 meszages
- S ————
s — LA — <
Inv Certifications
i =Y i
Name:
Primary Job Code:
Current Certification Status:
Universty of Toyota |
NOTE

It is recommended to retrieve the Pass-Code from the Techstream connected to the vehicle
as the Seed Number and Pass-Code work together.

Once approved by management, multiple resets can be performed for a single ViN.
Each attempt will create a new Seed Number and resultant Pass-Code.
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Section 5: Receipt of Pass-Code (TIS) (Continued)

2. Once opened, the technician clicks the Immobilizer Reset link to continue.

Figure 18.

\ Approval Date;
Plence click on the ink below to generate & new Immobilizer Passcode for your request. Afler dicking on this link, you will need to connect the Techstream

& M

| Inbox T

Subject: Immobdlizer Resel Request Na, 14053000028 haz bean Apgroved

Yeu hod mitiated & recuest [Reguest No. 14063000028) for mn Immebsizer Reset on 06/30/2014 03:09 PM FDT. Your request has bees Aparoved and detsis
have been saved.

Request Na:

Dealer Code:

Dealer Name:

Technician Name:

Vehicle VIN:

Repair Order/Parts Inwesge Numbser:
Custemar Last Name

Manager:

gererate the Seed No. and enter the Techstream Softmare version to proceed.

“ bshier 0

This knk will expire 1 hours after the receipt of Lthis mescage at U6/30/2014 D4:20 PM POT, Thie ink may be uted Multiple bmes to perform = Iinmobilizer
Reset for the memtioned VIN number till £ expires.

For azsistance, please contnst (ke Dealer Daily Helpdask
Click on the "Inbox Home* bution befow la relurn to your mbaw

b= pome

| My Cartilications

Hame:
Primary Joh Code:
Current Cerlification Sialus:

Uriversity of Toyota

3. At this point, it is necessary for the technician to re-enter their password to login again.
Figure 19.

2 Tech Aasntsacs + Wahicks I nquiry

|l¢vcodq [ o ]

Receive a Passcode

Immabilzer and Smart Key Code Reset slloms the registration of s new Master Key even if af ongral Master Keys are lost. Once the tmmaobilizer and/ar Sman
Key Code 1s reset, oll previously repistered key codes will be erased.

Re-eier your Password below ta preceed 1o the [mmobilizer and Smart Key Code Reset form,

Password
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) {(Continued)

4. The technician must enter the Techstream software version and paste in the Seed Number
from Techstream, then click Next.

Figure 20.

D Tai b Aunrsban o b Wehkibe Tagusry

Plgase complete the followng fields to receive a passcode.

Request No
Dester Code
Dealer Hame
Technioan Name |

Vehicle VIN:
Repair Order/Parts Invoicg Number: '
Cupomer Last Namae;
“Teshstrgam SoRwere Versan [ T |
“Sexd Number [
{from scantool}: = ——rn
Egsitive Ideptification Policy
F 1 have verthed the customer's authonty to obtain vehicle secunty infarmation for this vehicle.
F 1 have verfied the customet's Full legal name and tonfrmed their idertity with a vabid picture 1D
2 1 have ar wil visuaily confirm the vehicle's regustration document and ownershia,
F 1 agree to the Terms and Conditions

Hein; Details of this transaction will be inchuded =1 the Manthly Vetwde Secunty Transaction Repar sent ta the Daaler CM, Also, & lop of each transaction is
fer1 10 the Navonal Ingurance Cnme Bureau.

("] - Indicates Reguired Field{s|

Request Status for Rogoest No: 14063000028
Request Stalus; Approved Requast Time:
Manager: Approval Valid Till:

Eaci] Efea} fiex
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) (Continued)

5. The Pass-Code will then be provided as shown. Continue to Section 6, “Techstream Reset Utility
(Reset Initiated),” for instructions on entering the Pass-Code to initiate the Reset.

Figure 21,

RNLTET N ) Diagmaatics o Tach Assslance o Wahicle Tnguiry

| Request Na:

| Dealer Code:

| Dealer Mame:

| Techmcian Name:

| Vehicle VIN:

| Repair Order/Parts lnvoice Number:
| Customer Last Name:

| Techstream Software Version:

Bositive Identification Policy

[

! F I have verified the customer's authonty to obtan vehide security |
| informatizn far this vehicle.

|

|

g I have verified the customer’s full legal name and confirmed their identity
with a valid picture ID.
(73 I have or will visually confirm the wehide's registration document and
[ ownership.
I 1 agree to the TiS Terms and Condiians.
Beguest Aporoval Pojicy

| =] I have venfied the details entered for this request and confirmed the
authority of the customer was vernfied.

[ realze that upon retrieval, & transaction log will be postec ‘40 .e National
Insurance Cnime Bureau.

| I¥ I npree to the Ti5 Terms and Conditions.

| Thank You [~ " 7' Your Immbobilizes Passcode k2 073082
ome Fage.

| Click the button below to return to the Immaobikzer Res:
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated)

The Reset can be initiated once the management approval reply is available in the TIS home page
inbox. With this approval file, multiple Seed Numbers can be used for as many attempts as needed
to repair the vehicle.

NOTE

If you have received the file from management in your TIS inbox that shows the approval status
for the given VIN, do NOT resubmit for another approval for this vehicle. It will not be necessary.
Continue to open the approval file and enter a new Seed Number to get the unique Pass-Code
for each attempt.

1. After retrieving the Pass-Code from the manager approval process in Section 4 (“Manager
Approval”) and Section & (“Receipt of Pass-Code"), enter the Pass-Code in Techstream and
click Next.

Figura 22,

Syviom Select | Stored Data  Senamt Ky Live |

Select denined |

|Custorrate T

- :g‘?l_m(:w: Step1ol2
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Section 6: Techstream Reset Utility (Reset Initiated) {Continued)

2. Click Yes to start the process.

Figure 23.
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated) (Continued)

3. Once completed, it may be necessary to enter either the Immobilizer Key Registration or Smart
Code Registration utility to program keys.

Figure 25.
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NOTE

Some early Immobilizer systems go directly into programming mode. This can be confirmed
by the security light blinking a 2-digit code. Refer to the applicable Repair Manual for details.
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