Service Information

Offboard Diagnostic Information System Service (ODIS Service) Number: VOS-14-13

Subject: ODIS Service Installation Phase 3 - Security Certificate  Date: March 20, 2014
Request & Installation Instructions

Supersedes VOS-14-07 due to revised license & certificate file management.
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Notes:
e The following procedures must be performed by qualified personnel only!

o Please read these instructions in their entirety before performing these procedures. If you do not
have previous experience loading software or do not understand these instructions,
arrange to have a qualified person perform these procedures.

o Heed all prerequisite requirements and notes, and follow all instruction steps in the Section
order given, including instructions cross-referenced in documents posted on ServiceNet.

¢ Perform the procedures in an area that is quiet, clean and without distraction or interruption.

e Discard all printed copies of this document after use. Revised versions may be issued at any
time. Always check ServiceNet for the latest version.

1.0 — Introduction

An ODIS Service Security Certificate is required on each diagnostic device connected to VWAG Group
Systems for vehicle immobilizer adaptations, SVM, online software updates and ElsaPro - Infomedia.

The certificate is associated with the device hardware key and installed license.

Use this document to request and install a security certificate on VAS diagnostic devices where a security
certificate was not previously installed or to request and install a replacement certificate. ODIS
Service installation Phases 1 through 3 must be completed on all new devices and existing devices where
the operating system was updated or recovered prior to using ODIS Service for vehicle diagnosis.
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2.0 — Preparation

Important preparation prerequisites must be fulfilled prior to proceeding!

2.1 — Request Resources Checklist

v Request Resources Checklist

Person performing certificate request has access permission to the eCRMS application on vwhub*

Network desktop PC or laptop connected to a printer available

[] Fax machine available
or

L] scanner and network desktop PC or laptop with email program available

*Access is granted by the Dealership Systems Administrator

2.2 — Device & Software Checklist

v Device & Software Checklist

New Devices — New Request:

L] oDIs Service Installation Phase 1 - Preparation & License Request Instructions (eShop)
completed

[] oDIs Service Installation Phase 2 — Software Installation & Configuration Instructions
completed

[] The latest version of ODIS Service installed

Existing Devices — Replacement Request:
[] The latest version of ODIS Service installed

Backup USB flash drive on hand as per installation Phase 2 - Section 5.2. (Backup USB flash drive
must contain the device folder with “License” and “Certificate” subfolders, and text document with
saved hardware key as per installation Phase 1 - Section 3.5).

ATTENTION!

DO NOT proceed with the certificate request process if...
- You do not have access permission to the eCRMS application on vwhub.
- ODIS Service is not installed.

- The diagnostic device hardware key was not recorded in a text document and saved in
the backup USB flash drive.

The hardware key must be copied from a text document and pasted into the eCRMS
interface. Manual (typed-in) entry of the hardware key is not possible!

Preparation steps completed. Proceed to Section 3.0 — Page 3.
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3.0 — Certificate Request & File Management

3.1 — Certificate Request via eCRMS

1. Insertthe backup USB flash drive with device folder into available port on a network PC or laptop
connected to a printer.

2. Open the backup USB flash drive directory.

3. Start Internet Explorer and Logon to vwhub.

4. Select the My Hub or Service category.

5. From the Related Sites menu (far left) click on ODIS Certificate Request Mgmt. System (eCRMS).
6. Complete the eCRMS logon.

7. Select Create Certificate:

eCRMS
I

Yiew Certificate | Create Certificate | Advanced Search GoToeShop  User Manual

Search

Deader Nember: St oS
—Select =] Search

Certificate Management

8. The eShop license referred to below is the ODIS Service license file that was installed during the
Installation Phase 2 process. Click Yes:

eShop License x®

A wvalid eShop license is required before proceeding, Do
woul have avalid eshop license?

ias Mo |

The eCRMS request interface appears.
Information must be entered in all request interface fields marked with an asterisk ( * )

9. Enter all applicable information as required in the Dealer/Site Information and Contact
Information sections.

Continued ...4/
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10. Enter the diagnostic device information in the Device Information section as follows:

a. Minimize the eCRMS browser session and navigate to the backup USB flash drive directory (or
other location with the device hardware key saved as text).

b. Open the applicable device folder and Hardware Key document (or other document with the
recorded hardware key).

c. Select and Copy the first 32 characters (only) of the hardware key. Example:

alb2c3d4esfeg7hRigj0klI2m3ndaSp6: PanasonicCorporatiof :CE-52E2V WV W3

Copy

Paste Options:

The characters are saved in Windows “clipboard” memory.

d. Restore the eCRMS browser session.
e In the *Device Type field, Select the device type from the dropdown menu.

In the *Hardware ID field, use Windows keystroke combination Ctrl + V to Paste the 32-
character Hardware Key into the field. (Manual entry is not possible).

In the *Device Name field, Enter the corresponding, assigned device ID.
When all required information fields ( *) are filled in, click Submit:

View Certificate Create Certificate

Advanced Search

Go To eshop

User Manual Close eCRMS

Instructions

* Indicates required fislds.
Important: You will be required to print the confirmation page, obtain a Service Manager's signature and scan or fax 0 VWGoA Security at information, security@vw .com or 248-794-8302.

DealerjSite Infarmation

# Dealer Nomber: Ol Dealer Namber:
40XXXXX
Deder/Site Name: Dedlar Phone Nomber:
Dealer/Site Address
Srreel :
ity SeatesProvince Zip Coder Conntrye
Contack Information
* Contact Name ¥ Contact Phone Nomber: * Contact Emal: * Confirm Emal:
John Smith XXX-XXX=-XXXX johnsmith@johnsmith.com johnsmith@johnsmith.com
Device Information
* Device Nype * Hardware I * Devive Name
VASXXXX =l IXXXXXXXXKKXXXXXOKXXXXXKXKKKK ‘xxxxxxxx
]
Submit Rese@ @
For assistance, please contact IT service Desk at 248-754-4357 (4HELF),
Continued ...5/
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Note:

The device ID must be accurately associated with its hardware key in the preceding step. The
device ID and hardware key entered above will appear next to the certificate file staged in
eCRMS during the Certificate Management steps that follow.

11. Note the email address and/or fax number from the Important dialog message. Click OK:
Important

Important: You will be required to print the confirmation page, obtain a Service Manager's signature
and scan or fax o VWG oA Security at information.securityiiEhecorm or 248-754-6302.

12. Print the confirmation page (click Print):

Contact Infor mation

Contact Name Juergen Gernnich

Contact Phone Number +1-248-754-4723

Contact Email Juergen. Germnich@ww.com

Device Information

Device Type 50518

Hardware ID 95fhreeSf3793b888C29erh4 7eB0d3M0
Device Name 2085

Service Manager's Name (PRINT)

Service Manager's Signature and Date

=

13. In the printed copy, fill in the Service Manager’s name.

14. Have your Service Manger sign and date the printed copy.

15. Fax the printed form to (248) 754-6302 or scan and email form to information.security@vw.com
16. Safely remove /eject the backup USB flash drive.

17. Retain USB flash drive for the Certificate Management steps that follow.

When the certificate request is approved:
e The certificate is created and staged for download in eCRMS.
e An email is sent, instructing you to logon to eCRMS to locate and download the certificate.

Note: Certificate request confirmation emails can be expected within one working day from the
time of submission.

Certificate Request steps completed. Proceed to Section 3.2 — Page 6.
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3.2 — Certificate File Management

Prerequisites:
[ Certificate confirmation email received.
[J Backup USB flash drive on hand.
1. Insertthe backup USB flash drive with device folder into available port on a network PC or laptop.

2. Logon to vwhub and navigate through My Hub or Service > Related Sites > ODIS Certificate
Request Mgmt. System (eCRMS). A new browser window will open.

3. Logon as necessary and then select View Certificate:

4. Enter your Dealer Number, select Status: Active, and click Search:
CRMS VOLKSWAGEN

GROUF OF AMERICA

View Certificate || Create Certificate  Advanced Search Go ToeShop  User Manual Close eCRMS

Search

Dealer Number: Sratus:

408395 Active -

Certificate Management At
Dealer Number RppToved Dealer Hame

Expired
|Raqm5t Number |Dev'F'eﬂding Review |nanlmreln ‘Stﬂtlﬁ |Expiratiun Date Device Type
Stalled

A screen with active certificate(s) for the dealership appears:

1. Note the Device ID associated with a posted certificate and place a checkmark (v') next to the
certificate number:

2. Click Download Certificate: Note the Download Instructions dialog, and click OK:

Download Instructions Active 04/03/2015 50518

Active 04/03/2015 6150
Please ensure this certificate is downloaded to device specified in the cerfificate.
Active 04032015 50518
Active 04/03/2015 6150
Active 04/042015 61508
®12n1 Tester 4 7a%e 7002feSb5cfcc737c4e8d368b916 Active 05/14/2012 6150 e
Page ! |of1 E View 1- 19 of 19

Download Certificate, Create Certificate Revoke Certificate

3. Navigate to the applicable device folder on the backup USB flash drive, and Save the certificate in
the Certificate subfolder:

0% of downloadCertificate.action from qza2025 Comple.. | = || & |[ 22

File Download [=3a]

Do you want to open or save this file?

Name: 1201-cert.pfx
Jn’j Type: Personal Information Exchange
From: qza2025

.
Cpr

[ Whiefies from the Intemet can be useful, some files can potertialy
i d hiamm your computer. If you do not trust the source, do not open or H
A save this file. What's the risk?

Continued ...7/
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Ensure certificate file appears as being saved in the applicable Certificate subfolder.
4. Select Close eCRMS:
cCRMS VOLKSWAGEN

GROUP DF AMERICA

View Certificate Create Certificate Advanced Search Go To eShop User Manual Close eCRMS

5. Safely remove /eject the backup USB flash drive
6. Retain backup USB flash drive for the certificate installation steps that follow.

Certificate Management steps completed. Proceed to Section 4.0 below.

4.0 — Certificate Installation
Prerequisites:

[ Diagnostic device plugged in to A/C power adapter and booted to Windows desktop.
[] Note the device ID of the device on which the certificate installation is being made.
[J VAS 5052A: Recommend connecting USB mouse and keyboard for easier input.
[] Backup USB flash drive with saved certificate file on hand.

Insert the backup USB flash drive into the diagnhostic device requiring certificate installation.
From the Windows desktop, click the DiagStarter icon.
Select Offboard Diagnostic Information System Service.

From the ODIS Service main screen, select the Admin operating mode:
Click the Certificate tab:

a s e

General [Save Iocations [Suppor’r [Connec‘rions [Measuremen‘r Certificate | Measuring technology act\on‘

Brand design I Details about Brand design

Brand design

Language

Update Selection |Meutral j

System logging

System environment
License information
Global configuration
GFF process
Keyboard settings

Dealer data

Reset |D\scard| SEVE |

Continued ...8/
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6. Click Select:

General [Save locations [Supporf [Connec‘rions [Measuremem [Cer’riﬁca‘[e [Measuring technology action

Client certificate I Details regarding the client certificates

i Importing certificate:

Trust certificate

Grroup system access with authorization reguires a certificate in the QOIS Key Store. Select the certificate in the file
system and import it

Certficate [ ISe\ec‘r I
Password |
lifjeieins
Avallable certificate

Name Walid from | Walid throu...|

N | Remoye || Betals
6. Navigate to directory for the backup USB flash drive:

General [Save locations [Supporf [Connec‘rions [Measuremem [Cer’riﬁca‘[e [Measuring technology action

Client certificate I Details regarding the client certificates

rImporting certificates

Group system ac: X =1 -2t I the fle
system and impoart Lackin: | 3 My Computer =H o E
Select

Certificate & [ Local Disk [T
lifgieieins

Password
glid from | Walid throu...|

Trust certificate

|5 VAS B150B's Documents

~Avallable certificate
Name

File name ] =l Open |
=l Cancel

Filles of type: | pis
7|

N | Remoye || Betals
7. Open the backup USB Flash drive directory

8. Locate and Open the device folder for the device on which the certificate installation is being done.

Continued ...9/
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9. Open the Certificate subfolder and select/highlight the saved certificate file (xxxx-cert). Then click
Open to copy the certificate file to the installation window entry:

General [Save locations [Suppor’r [Connec‘rions [Measuremen‘r [Cemﬂca‘re [Measuring technology action

Client certificate I Details regarding the client certificates

Trust certificate - Importing certificate:

Giroup system access with authorization requires a certificate in the ODIS Key Store. Select the cerificate in the file

systarm and mport
Certificate |FAS5200 Lookin: [ I Cericate Qe Select

Password &
: [ileieigt

[from | alid throu

rAvalable certificate——
Name

File name: [s542 = [ open I
Files of type; [pte =l Cancel
7

N | Rempyell Betals

Note: DO NOT double-click on certificate file in its saved location!

10. Ensure certificate file appears as being copied (directory path illustrated is example only):

General [Save locations [Suppor’r [Connec‘rions [Measuremen‘r [Cemﬂca‘re [Measuring technology action

Client certificate I Details regarding the client certificates

Trust certificate - Importing certificate:

Giroup system access with authorization requires a certificate in the ODIS Key Store. Select the cerfificate in the file
systern and import it.

| Certiiicate |FASS200 Lic & CertiCertificatel6542.pfx |
Password
[ileieigt
~Available certificate

Name alid from | alid throu

KN ] Rempyell Betals

11. Minimize the ODIS Service window.

12. Navigate to the backup USB flash drive directory (or other location with hardware key saved as text)
and open Hardware Key document.

Continued ...10/
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13. Select and Copy the first 32 characters (only) of the hardware key. Example:

alb2c3ddesfeg7hBigjokli2m3ndo5p6:PanasonicCorporatiof:CF-52E2W WV W::3

A ut
& Copy
.}, Paste Options:

14. Restore the ODIS Service window.

15. Paste the 32-character hardware key (only) in the Password entry field as illustrated below. Ensure
that no extra spaces or characters are present. When a valid certificate and password (hardware key)
are recognized, the Import button will become active. Click Import:

Certificate

General | Save locations | Support | Connections | Measurement Measuring technology action

Client certificate I Details regarding the client certificates

Trust certificate i Importing certificates

Group system access with authorization requires a cerificate in the ODIS Key Store. Select the certificate in the file
system and import it.

Certificate |FASS200 Lic & CertiCertificatelb542 pix Select ...

rAvailable certificate

Name valid from | valid throu.. |

Password |eeesesesessssosssesevessvsoseses

q | =l Removel [Betals -

Continued ...11/
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16. The certificate appears in summary form in the Available certificate window. Click Ok:

General [Save locations [Suppoﬁ [Conmectiona [Meaaurement [Cemﬂca‘[e [Measuring technology action ‘

Client certificate I Details reqarding the client cerificates

rImporting certificates

Group system import ey Store. Select the certificate in

the file system
" The selected certificate was successfully imported, —oo
Certificate [T @ /e rt for S521WCERTIFI  Select

Password | eq

Trust certificate

) ‘ Import
= Lvalable certicate
Name | valid from | Walid throu...

cn=403999volkswgen group of americal. inc..c=us.st=mi.o=dealer.1.2.840.11364... 2012-11-28 2016-11-29

. # Remove | Cetails

17. Click Diagnosis to return to the main screen or Close the application.

Security Certificate Installation steps completed. Proceed to Section 5.0 below.

5.0 — Certificate File Backup

The following steps describe how to copy the certificate file from the backup USB flash drive to the
device folder on the diagnostic device desktop.

These steps complete the backup of certificate file to facilitate reinstallation of the certificate from the
desktop location (in case ODIS Service is removed and reinstalled), or reinstallation of the certificate file
from the USB flash drive (in case of Windows system recovery).

Navigate to the device folder on the backup USB flash drive.

Open the Certificate subfolder.

Select and Copy the certificate file.

Navigate to the Windows desktop and Open the original device folder.

Open the Certificate subfolder and Paste the certificate file in the folder.

Close all open folders and Windows.

Safely remove/eject the backup USB flash drive and retain for future use if necessary.

No g prwDhpRE

Certificate File Backup steps completed. All Certificate Process steps completed.
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