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electronic throttle system and followed the signal all the way from the accelerator pedal sensors
to the output of the throttle motor control system or to the output of the electric drive motor
control system. Therefore it is easy to miss a cause of sudden unintended acceleration if one
does not look for it in sufficient detail. The goal of this paper is to show that if an investigation
of the electronic throttle system is carried out in sufficient detail, then an electronic cause of
sudden unintended acceleration can be found. Our investigation starts with the accelerator
pedal position (APP) sensors.

11. Accelerator Pedal Position (APP) Sensors

Analog pedal position sensors are used in all vehicles having electronic throttles. They are sold
to auto manufacturers by suppliers as part of an accelerator pedal assembly that includes the
accelerator pedal and a pedal position sensor. In some cases the pedal assembly also includes a
brake pedal and a brake light switch or a brake pedal position sensor. The accelerator pedal
assemblies are usually just one of a large assortment of sensors provided by the same supplier.
These accelerator pedal assemblies have the characteristics shown in Table 1.

Table 1. Common Characteristics of Accelerator Pedal Assemblies

« All accelerator pedal assemblies provide multiple sensor outputs that measure the angle at
which the accelerator pedal is depressed.

- Early accelerator pedal assemblies used resistive sensors (i.e., potentiometers) that
required a mechanical slider making physical contact to a resistive path. They
deteriorated rapidly with age.

- Modern accelerator pedal assemblies use Hall effect sensors or inductive (CTPOS)
sensors that require no mechanical contact. They remain reliable over time.

« Most modern accelerator pedal assemblies provide two analog outputs.

- The two analog outputs usually have an A=2B (aka half-scale) characteristic in which the
sensor outputs increase at different rates as the pedal is depressed.

- The outputs usually start at some voltage above oV (e.g., 0.50V or 0.25V) when the
accelerator pedal is not pressed and end at some voltage below 5V (e.g., 4.0V or 2.0V)
when the accelerator pedal is fully pressed, with a linear increase in between.

- Some pedal assemblies may provide a third analog output that has a negative slope as
the excitation increases or a digital output using a PWM protocol or the SENT protocol.
However, most auto manufacturers prefer just two analog outputs.

« All analog outputs on all accelerator pedal assemblies are ratiometric.
» The accelerator pedal sensors on all accelerator pedal assemblies use a 5V supply voltage.

Further discussion of how auto manufacturers use these accelerator pedal position assemblies is
provided Appendix 1.[Feetnote 1] However, this investigation uses only the fact shown in Table 1
that all analog outputs on all accelerator pedal assemblies are ratiometric. This fact has been
stated by a company named Engine Control and Monitoring (ECM), who supplies a product
called an “appsCAN Pedal Simulator Module” that is used to control a vehicle’s throttle while it
is being tested on a dynamometer. Their spec sheet for this product explicitly states that “all
analog outputs from accelerator pedals are ratiometric”, and that their product can supply
sensor outputs having this property.[2!

This fact has been verified by examining the catalogs of multiple suppliers of accelerator pedal
assemblies. They all state that their analog sensor outputs are ratiometric.[3! This includes
sensors with outputs having positive as well as negative slopes as the sensor input is increased.
Finally, in 2012 Exponent did a study and published a report entitled “Analysis of Toyota ETCS-

1 This further discussion has been put into Appendix 1 because the material is not used in the present investigation.
Placing it here can create a distraction for some readers who may disagree with one or more of the assertions found in
the discussion.

A Cause of Sudden Unintended 2 R. Belt
Acceleration Common to All 20 July 2024
Vehicles with Flectric Throttles



iSy te dwa d "ITTh r
- rfr . Al
fi d y ITTh fo ,
f at “
w f
qu
f aWh Wh ay
out
RATIO- Vs -
METRIC ="
SENSOR
FSmeDur
=P SunsarVSuppI}r
A c r wh
vo y rt al th
r th r y It
V'suppl . r , th va f
met r th at
th r ly va
’ Yal ’ w
fe . Th al fe
, wh al fe
ab fe . f
y . Th
A f
Al
cl th Th

f Rat c

»

VREF

Vabcin
—»ln ADC our

—> Now

y

Vabpcin
N =
ouT Vi

NM}!J&'

. Al ’ y
Vacnwi afi
fe vo VRer

th

Nmax. Nout

yth at
fe

fe wh

fe

Naur =

th
volt
th

rt, wh ch

th

r f
VADCm/ VRefJ Nmax.



Vapply/Vintres Where the two voltages do not cancel because the sensor supply voltage Vgppiy can
vary relative to the fixed Vinrrer.

Similarly, if one uses the external ADC reference with a fixed reference voltage when digitizing a
ratiometric sensor as shown in Figure 4, then the ADC output will not be free of changes in the
sensor supply voltage. This is because the ADC produces an output that is proportional to the
ratio Vapply/VExrres where the two voltages do not cancel because the sensor supply voltage
Vappty can vary relative to the fixed Vexrrer.
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Fig. 3. If an ADC uses the internal reference Fig. 4. If an ADC uses an external reference
voltage Vyrpe to digitize the output of a voltage Vgyrpe s that is not the sensor supply
ratiometric sensor, the ADC output Nour will voltage to digitize the output of a ratiometric
change with variations in Vappiy relative to sensor, the ADC output Nou will change with
changes in the fixed ADC internal reference variations in Vsuppy relative to changes in the ADC

voltage Vjyrge,- This does not take advantage of external reference voltage Vg g, . This does not
the ratiometric property of the sensortoobtain a  take advantage of the ratiometric property of the
digitized sensor output free of changes in the sensor to obtain a digitized sensor output free of
sensor supply voltage. changes in the sensor supply voltage.

Only if one uses the sensor supply voltage Vappiy as the external ADC reference voltage, as shown
in Figure 5, will the digitized sensor output (i,e., ADC output) be free of changes in the sensor
supply voltage. This is because the ADC is comparing a sensor output voltage that varies with
Vappy with an ADC reference voltage that also varies with Vgppy, so the two Vagppy voltages
cancel exactly.

Now sometimes one may want to digitize the output of a sensor that is not ratiometric. In this
case, a fixed Vinrreris preferred for the non-ratiometric sensor signal while a variable Vgppiy
voltage is preferred for the remaining ratiometric sensor signals. Both of these options can be
accommodated by the configuration shown in Figure 6, which digitizes the Vgppy voltage using a
fixed Vinrrer and then calculates outside of the ADC the ratio of the sensor output Ngsor to the
output Ngppy to get a digitized sensor output that is free of changes in the supply voltage Veppy.
This method also has the advantage that one can use an attenuated supply voltage Vgppy that
falls in the middle of the ADC output range to get a better calibration of the ADC. The method
in Figure 6 has been patented by Infineon Technologies in US patent 8604961, as shown in
Figure 7. This method is the one used in the electronic throttle control (E1C) systems of nearly
all automobile manufacturers worldwide. It is also used in the ETC systems of all trucks, buses,
and motorcycles worldwide.
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Fig 5. Only when an ADC uses the sensor supply
voltage Vapply as an external reference, will the
digitized sensor output (i.e., ADC output Nout) be free
of variations in the sensor supply voltage Vsuppy. This
takes full advantage of the ratiometric property of the
sensor to obtain a digitized sensor output that is free
of changes in the sensor supply voltage. Multiple
sensors having the same supply voltage can be

digitized in this manner by using an analog
multiplexer on the input of the ADC.

Fig 6. Another way to get an ADC output free

of changes in the sensor supply voltage is to

digitize both the sensor output and the sensor
supply voltage using the internal ADC
reference, and then calculate the ratio of the
digital sensor output to the digitized supply
voltage outside the ADC followed by

appending the maximum ADC output count
Nmax.[6] This takes full advantage of the
ratiometric property of the sensor to obtain a
digitized sensor output that is free of changes
in the sensor supply voltage.
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Fig. 7. US patent 8604961 by Infineon Technologies[”, a major supplier to the automotive industry,
provides this method of obtaining a digital ratiometric sensor output. The sensor and supply inputs are
divided down to keep them below the maximum voltage of the ADC, which in this case is Vbg = 1.217V.
The sample and hold functions ensure that the sensor output and the sensor supply voltage are
sampled at the same time so that the supply voltage Vappiy does not change between the two samples,
allowing the supply valtage to cancel when the ratio is calculated. The mathematical operations are
performed by a control microprocessor after signal digitization and are the same as shown in Fig. 6. A
non-ratiometric or absolute output is also provided for sensors that are not ratiometric.
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throttle to control engine torque when the air conditioner is turned on, which was done using an
idle air control valve in earlier vehicles with a carburetor. However, this explanation is unlikely
because this flaw would have been fixed during the normal design process. It is now suspected
that the problem could be the inability of the electronic throttle circuitry to tolerate the inrush
current dips produced by the blower motor compared with using an idle control valve for this
purpose with a carburetor. This is more likely because it is difficult to model transient current
dips and they may not have been considered during the normal design process.

This same air conditioner blower motor can produce problems with other systems on a vehicle.
Back in 2006, NHTSA received over 519 consumer complaints of power steering malfunctions
on the MiniCooper.[9 An engineering analysis by NHTSA found that a malfunctioning cooling
fan caused an undervoltage condition in the Cooper's electric power steering system that caused
as many as 60,000 Minis from the 2004 and 2005 model years to have power steering issues.
NHTSA also believed that five minor collisions and three electrical fires were linked to the power
steering issue with the Mini Cooper.[20]

After the air conditioning blower motor, the next largest inrush currents in an ICE vehicle are
caused by the ABS brakes, and specifically by the hydraulic pump motor inside the hydraulie
brake unit. This motor is known to heat up very rapidly when the ABS brakes are used because
the pump must rapidly return the hydraulic brake fluid to the brake fluid reservoir as the brake
valves open to remove braking force from the wheels during wheel lock-up. Finally, the inrush
currents from the electronic power steering (EPS) motor in ICE vehicles have the lowest inrush
currents in ICFE vehicles. They are lower in ICE vehicles than in electric vehicles because ICE
vehicles with electronic power steering are smaller vehicles with lower weight, resulting in the
need for less steering torque in ICE vehicles. But as electronic power steering gets used in larger
and heavier ICE vehicles, the EPS motors in these ICE vehicles will grow in the future and use
higher currents, causing their inrush currents to increase until they become comparable to or
exceed the air conditioner blower motor in current ICE vehicles.

We have now shown that voltage dips down to 3V can be produced on the 12V supply line of an
ICE vehicle by the starter motor and that similar valtage dips down to 3V can be caused by
transients created by the inrush current of an air conditioner fan motor turning on. We will now
show that similar voltage dips can be produced in battery-powered electric vehicles by a
different electric motor turning on.

Battery-Powered Electric Vehicles (BeV’s).

Figure 17 shows the power distribution system in a typical battery-powered electric vehicle. All
actuators are powered directly by the 12V supply bus. All sensors are powered by multiple 5V
supply lines. The 5V supplies are generated by a power management integrated circuit (PMIC)
that also generates lower voltages like 3.3V and 1.5V to power the digital signal processor (DSP)
device and other low power circuitry in the engine control unit (ECU).

The DC/DC converter in a BeV’s operates much like the alternator in an ICE vehicle. It operates
at a constant output voltage of 14.1V, which is set by the voltage needed to charge a lead acid
battery. However, its output current is constant, with a maximum current of about 200 amps,
and does not vary with vehicle speed. The battery operates at a voltage of 12.8V or lower and
can deliver almost any amount of current as needed [Feotnote 51 However, the battery is capacity
limited, meaning it can only deliver current until its charge capacity is depleted, at which time it
can’t deliver any more current. This is because charge is the integral of the current over time.
And the battery’s voltage is determined by the battery’s state of charge (SOC), so as the battery’s
state of charge decreases, the battery’s voltage also decreases.

5 The maximum current that a battery can produce is limited by the battery’s temperature and by its
internal resistance. This maximum current limit is measured by the cold cranking amps (CCA) figure of
merit, which varies with battery type from 300 CCA to 1000 CCA at 0°C.
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the force on the steering rack needed to turn the vehicle’s front wheels, which necessitates an
electric motor that provides more torque, leading to a greater physical size and a higher 12V DC
current requirement, as shown in Table 2. In this table, a compact eV sedan weighs nearly 0.5
ton more than a compact ICE sedan of the same size, or nearly 1000 pounds more. This
increases the DC current load of the EPS system from 40 to 60 amps in an ICE vehicle to 100
amps or more in an electric vehicle.

Table 2. EPS system 12V current needs increase with vehicle weight

Full Size Full Size Compact Compact Subcompact

eV SuVv eVSedan eVSedan ICESedan ICE Sedan
Vehicle weight 3.5tons 2.5 tons 2.0 tons 1.5 ton 1.0ton
Steering force required 18 kN* 13 kN* 10 kN* 7 kN 4 kN
EPS type Rack Rack Rack Pinion Column
Electric motor size Lg coffee can Coffee can Coffee can Lgsoupcan Sm soup can
Electric power required 2000 W 1430 W 1150 W 750-950 W 500-720W
12V DC current required 170A 120A 100A 60-80 A 40-60A

1) Only achievable with a rack-mounted EPS system.
2) Maximum 12V lead acid battery current is about 120A. Current for all vehicle loads in operation
must be included in this limit.

The DC currents in an EPS system are highest when additional torque must be supplied under
two conditions: 1) when the steering wheel is turned to its maximum left or right position while
the vehicle is stationary, and 2) when the driver must make a sudden turn in response to an
emergency situation. These conditions are shown in Figures 22 and 23.

EPS <[ Insufficient Sufficient
= | 12Vcurrent | | 12V current
A
o ®
V=0 @ S X ®
: i £ £ R
/s = £ » s
/ 2 4
/i = A4 §?
) Q WA
o & AM-MOQQ'J.ot
A vmax =y ' ‘
' —
: » T4(Nm) Slow <+ > Fast
Tso g Steering speed

Fig. 22. EPS motor torque and DC current needs are  Fig. 23. Insufficient 12V DC current can also

highest when the steering wheel is turned to the decrease the steering speed, making it harder to
maximum left or right position while the vehicle is avoid emergency situations. This problem
stationary. increases with vehicle weight.[21]

Now, just like any other electric motor, EPS motors can produce inrush currents that are three
to five times higher than their sustained DC currents. An example of the inrush voltage
waveform from an EPS system is shown in Figure 24. This example comes from a column-
mounted power steering unit on an ICE vehicle because no one has yet published EPS
waveforms for an electric vehicle. But this waveform from an ICE vehicle already shows a drop
in the supply voltage down to about 7 volts during a slalom maneuver. A similar maneuver in an
electric vehicle would cause a drop in the supply voltage much farther down than 7 volts,
perhaps to 3 volts or less, due to the larger EPS motor with its higher current.

Figure 25 shows a conceptual current waveform for an EPS system during an abrupt steering
event while the vehicle is moving or during turning while the vehicle is stationary. If the current
demanded by the EPS motor is greater than the current that can be supplied by the battery, then
the supply voltage will fall while the deficit occurs. This stops the motor from supplying steering
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voltage dip caused by the inrush current of the EPS motor turning on was not modeled in this
case. This inrush current would not greatly affect the operation of the EPS system. But its
presence would cause a further dip in the voltage that could lead to sudden unintended
acceleration.

300 T T T T I ]
‘ 1 — DC-to-DC converter current
_— 2 — Dynamic load (ESC, EPS, etc.) i i - i "
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Fig. 28. Simulation of DC/DC converter operation with a dynamic load of an EPS system superimposed
on a DC base load of 80A.[»8! In this case, the rated current of the DC/DC converter is 240A, which
provides sufficient margin for all dynamic EPS currents so that voltage regulation can be maintained.
This simulation did not include the inrush current of the EPS motor, however. So a voltage dip caused by
the inrush current of the EPS motor turning on would not be modeled in this case. This would not greatly
affect the operation of the EPS system. But it would ignore the voltage dip that is believed to cause sudden
unintended acceleration.

We have now shown that voltage dips down to 3V or less can be produced on the 12V supply line
of an electric vehicle by the EPS system during situations that require high motor torque to
overcome high steering loads. These situations include: 1) when the steering wheel is turned to
its maximum left or right position while the vehicle is stationary, and 2) when the driver must
make a sudden turn in response to an emergency situation. It is interesting that these
conditions coincide with the conditions when many sudden acceleration events are claimed to
occur; namely in parking lots, when pulling into a parking place in front of a store, or when the
car tries to change lanes while in autopilot mode.

We will now consider how these transient voltage dips on the “12V” supply line can show up on
the 5V supply line where they can cause a problem when reading the accelerator position
sensors in both ICE vehicles and battery-powered electric vehicles.

How Voltage Dips are Transferred From the 12V Bus to the 5V Supplies

Both ICE vehicles and battery-powered electric vehicles require 5V, 3.3V, and 1.2V supplies for
the operation of multiple devices such as sensors, DSP’s, ADC’s, keep-alive memory, and sensor
interface circuitry. When the first electronic throttle control system was developed for direct
injection engines in 1987, discrete voltage regulators were used for these supplies within an
ECU, and the supply circuitry was designed by the ECU manufacturer. Later, after about 2010,
these discrete voltage regulators were combined into a single integrated circuit called a power
management integrated circuit, or PMIC, whose supply circuitry was designed by the integrated
circuit manufacturer. This led to several improvements in the voltage supply circuitry.

A Cause of Sudden Unintended 22 R. Belt
Acceleration Common to All 20 July 2024
Vehicles with Flectric Throttles



We are unable to discuss the discrete versions of this supply circuitry because ECU
manufacturers carefully guard the circuit diagrams for their ECU’s. It is also likely that these
circuit diagrams vary substantially from one ECU manufacturer to another. Therefore, we will
limit the following discussion to the operation of the PMIC devices that are being used today in
most ICE and electric vehicles.

Before we discuss the operation of PMIC integrated circuits, let’s take a closer look at what a
PMIC device does. Table 3 shows the functions that are performed by a PMIC device. Note that
besides providing multiple supply voltages, it also provides the controlled power-up and power-
down of these supply voltages, while monitoring the power rails for overvoltage, under-voltage,
short-to-ground, and overcurrent. It can also shut down a faulty power rail if needed, or reset a
questionable power rail back to a known safe voltage. Finally, it has a digital interface to a
control device, like a microprocessor or DSP, that allows the control device to monitor all the
operating functions and to diagnose the cause of any failures so that the control device can
either restore safe operation or shut down the device safely. These latter functions constitute
the improvements cited above over the discrete circuitry found in earlier ECU’s.

Table 3. Functions of a power management integrated circuit (PMIC).

Functions of a PMIC:
1) Operate under all required conditions
User application (e.g., powertrain, BMS, ADAS, camera, AFE, ...)
Temperature range (e.g., automotive, ...)
Operational lifetime (e.g., 10 years, ...)
Controller CPU interface compatibility (e.g., SPI, I2C, DSP, GPIO, ...)
Vin voltage range
i. DC battery voltage range (e.g., 12Vto 0V, ...)
ii. Load dump (i.e., battery disconnect) transient (e.g., up to 42V, ...)
iii. Cold crank transient voltage dip (e.g., down to 3V, ...)
2) Provide multiple low-voltage power rails (e.g., 5V, 3.3V,1.2V, ...)
3) Control external regulators and regulator components
4) Control power rail sequencing during power-on
5) Control power rail slew rates during power-off
6) Monitor the power rails and PMIC input voltage for incorrect conditions:
a. Overvoltage (OV)
b. Under-voltage (UV)
¢. Short-to-Ground (StG)
d. Overcurrent (OC)
7) Take appropriate action when a fault condition exists
a. Continue operation
b. Shut down a power rail (temporarily or permanently)
i. under-voltage lockout (UVLO)
ii. overvoltage lockout (OVLO)
c. Set a power rail to a safe voltage output
d. Shut down the entire PMIC (temporarily or permanently)
8) Monitor PMIC temperature and warn if exceeded
9) Notify the user when a fault condition exists
a. Controller interrupt
b. Diagnostics
10) Other optional features:
a. Safety features (e.g., reverse battery protection)
b. Coulomb counting
c. Battery charging capabilities
d. Diagnostics

P Re T
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Fig. 32. Buck Converter. In the on-state, the Fig. 33. Boost converter. In the on-state, the

switch is closed, resulting in an increase in switch is closed, resulting in an increase in
the inductor current. In the off-state, the the inductor current. In the off-state, the
switch is open and inductor current switch is open and inductor current
discharges through the diode and the load. discharges through the diode and the load.
This transfers the energy stored in the This transfers the energy stored in the
inductor during the on-state into the load inductor during the on-state into the load
during the off state. The capacitor smoothes  during the oft state. The capacitor smoothes
the switching spikes. The output is lower the switching spikes. The output is higher
than the input and decreases as the duty cycle than the input and increases as the duty cycle
D decreases from one: Vou = D « Viu for increases toward one: Vou= Vin / (1 - D) for
0<D<. 0<D<.

Switching regulators also have characteristic feedback times. But these times are very short,
being less than ten microseconds usually. Table 4 shows how rise and fall times of transient
voltage dips compare to the feedback times of linear regulators and switching regulators. This
comparison shows that both types of regulators will track the transient voltage dips without
changing their rise and fall times and will provide the intended regulator outputs in response to
the changes in the input voltage.

Table 4. Transient voltage dips compared to regulator feedback times

Electric motor inrush current transient
- Rise time (motor inductance magnetic field builds up) 5 to 10 milliseconds
- Duration/fall time (EMF increases as rotor RPM increases
with RPM limited by motor application)
- Cold crank start waveform (limited by engine operation) 1 to 5 seconds

- Electronic power steering (limited by steering torque) 100 ms to 1 second
Linear regulator feedback time < 0.1 milliseconds
Switching regulator feedback time < 10 microseconds

With the above knowledge of regulator operation, we can now discuss PMIC device operation.

If one merely connects an assortment of 5V, 3.3V, and 1.2V regulators to the same 12V supply
voltage, as shown in Figure 34, then all the regulators will operate as designed and provide their
normal outputs. However, if a voltage dip occurs that temporarily drops the 12V supply voltage
to below 5V plus a dropout voltage of 1V, or 6V, then the 5V regulator will cease to regulate
properly and its output voltage will begin to drop while the other lower voltage regulators will
continue to operate properly. Therefore, the functions powered by the 5V regulators will receive
a lower unregulated voltage that will deteriorate their performance and maybe even turn them
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off. This design will only work when the battery voltage Vyarr is greater than 6V. There is also a
problem if linear voltage regulators are used in this fashion, because they must drop the voltage
all the way from 12V down to the regulator voltage, which increases their power dissipation and
heats them up to high temperatures.

The power dissipation problem in this case can be fixed by using by using a switching mode
buck regulator to drop the voltage from the 12V supply down to a regulated 6V output, which is
then used to feed the linear regulators. This fix works because a switching mode buck regulator
lowers the voltage from 12V down to the regulated voltage by a switching technique that does
not dissipate any power like a linear regulator does. However, this 6V buck regulator still has
the problem that it will cease to operate when the 12V supply voltage falls down below 6V plus
the dropout voltage, or around 7V. Below this voltage the 6V regulator ceases to regulate, and
the output of the 6V regulator begins to fall as its input falls further. The net result is that the 5V
regulator will still go out of regulation when the 12V supply falls to 5V plus a dropout voltage, or
6V. So the 6V buck regulator in this case only lowers the power dissipation and provides no
additional protection against voltage dips./Footnote 61

E—— mmn: ——p 3.3V, STDBY =—> a._pugx =P 3.3V, STOBY
— PN — v uccore B oowrnov. g —> b —*i2v.uccome
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— mn —— 5.0V, ACCEL SENSOR I m;‘ ——» 5.0V, ACCEL SENSOR
Fig. 34. If all regulators for lower Fig. 35. If a boost regulator is used to raise the supply
voltages are supplied by the same 12V voltage for all the buck regulators, then as the battery
battery voltage, then as the battery voltage falls below some critical value, all the buck
voltage decreases, the 5V regulators regulators will stay in regulation during a voltage dip on
will fall out of regulation first, with the 12V battery supply line, including the 5V regulators.
those having higher dropout voltages Many PMIC chips allow all regulators to remain in
going befare those having lower regulation when the battery voltage falls as low as 3V.

dropout voltages (LDO). This design
works only when Veatr > 6V to 7V.

One way to maintain regulation of the 5V linear regulator as the 12V supply falls below 6V is to
add a boost converter whose output powers the 6V buck converter. Then, as the 12V supply falls
below 6V, the boost converter can increase its output to maintain the input to the 6V converter
at 6V plus a dropout voltage. On the other hand, when the 12V supply remains above 6V plus a
dropout voltage, the boost converter can be switched out, allowing the 6V buck converter to
lower the voltage from 12V down to 6V. This is the reason why the 6V converter is kept in the
circuit in this case. It turns out that nearly all PMIC manufacturers use the circuit shown in
Figure 35. A variation one manufacturer uses is to keep the boost converter gain at a constant
high voltage. Another manufacturer uses a combined boost-buck converter in place of
individual boost and buck converter. But the operation in all these cases is the same. And they
all can maintain operation of the 5V regulator while the 12V supply dips down to 3 to 4V.

6 This power supply design with a buck mode pre-regulator operating at a regulated voltage of 6V may
have been used in some or all of the vehicles investigated by NASA/NHTSA in 2011, as inferred from Fig
B-6.1, “Power Fishbone Diagram” and Table B-6.1, “Power Fishbone Summary of Design Sensitivities
with Postulated Faults”, in NHTSA Toyota UA Investigation Report: Appendix B, p. 33-35.
http://www.nhtsa.gov/UA .
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Figure 36 shows a block diagram of a PMIC device made by Infineon. This device is known to be
used by at least one electric vehicle manufacturer in several models of its vehicles. It may also
be used by other electric vehicle manufacturers, as well as by other manufacturers of ICE
vehicles, hybrid vehicles, and diesel vehicles. This is because Infineon is regarded as a reliable
supplier to the automotive industry whose products are of excellent quality and whose supply
will be maintained during the years of a vehicle’s production. It is also because Infineon’s device
has a wide range of other features including monitoring the power rails for overvoltage, under-
voltage, short-to-ground, and overcurrent. It can also shut down a faulty power rail if needed,
or reset a questionable power rail back to a known safe voltage. Finally, it has a digital interface
to a control device, like a microprocessor or DSP, that allows the control device to monitor all
operating functions and to diagnose the cause of any failures so that the control device can
either restore safe operation or shut down the device safely. We will now discuss Infineon’s
device in more detail.
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Fig. 36. Infineon’s TLF35584 PMIC device operates with battery voltages as low as 3V while
monitoring all output rails for overvoltage, under-voltage, and short to ground.[?! It is used by
many automobile manufacturers because Infineon is a dedicated long-term supplier to the
automotive industry with a reputation for high quality.

The way the regulators work in the TLF33584 PMIC can be described with the aid of Figure 37,
which is simplified version of Figure 36 above. Normally, the input to the PMIC chip sees a
battery voltage of 12.7V +0.1V depending on the DC load corresponding to the actuators in use
at the time. When the battery voltage stays high, the boost converter remains turned off, and
the battery voltage gets passed directly to the input of the buck converter, which can then
provide an output of 5.8V, which is sufficient for all the LDO regulators. However, when the
battery voltage drops as a result of a transient voltage drop, then a voltage monitor detects when
the battery voltage drops below its setting of 8.0V and turns on the boost converter. As the
battery voltage drops further, the boost converter increases its output voltage to provide a
constant 7.5V at its output while its input, which is tied to the battery voltage, continues drop.
This allows the buck converter to output a constant 5.8V even when the battery voltage drops as
low as 3V. With all the LDO regulators supplied by a constant 5.8V, all the 5V, 3.3V, and 1.5V
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regulators remain in regulation while the battery voltage can drop to 3V (but not less). This is
demonstrated by Figure 38, which shows the 5V and 3.3V regulator outputs are still in
regulation while the battery voltage is at 3.0V.

BATT BATT ®
12.8V] 128V " mym\ e e
30 mo* Rzma o 2 Vaity \ |
no boost |
v A27V — soost Y Buck |22V svio | <®
boost
l< SR from>3v l:’ 8
to 7.5V E
== 3.3V100 | 6
LOSD . svRZI
J " 7
o 1.5V100 2| 33vRai 30V Vaarr
*current & cydes OPERATION o
dependent 10 ms/div

Fig. 37. Simplified diagram of Infineon’s TLF33584 PMIC Fig. 38. This figure from Analog Devices

chip showing that it contains boost and buck switching shows that their LT8603 maintains 5V,
converters that provide a solid 5.8 volt input to the low 3.3V, and 1.2V output regulation with a
dropout linear regulators that supply the 5V, 3.3V, and 1.5V Vgarr as low as 3V. [3°] Infineon’s

rails. The 5V regulator output remains in regulation when TLF35583 provides similar

the PMIC input sees a transient voltage dip as low as 3V performance. (Note that Vgarr is not the
caused by starter cranking or by other electric motors direct input to the two regulators).
turning on.

One might ask what happens when the battery voltage falls below 3.0V? To answer this
question, we need to know the voltage in the regulator chain when the battery voltage is at 3.0V.

Now the spec and test data show that when VBATT is 3.0V, the 5.0V regulator maintains
regulation with an output voltage of 5.0V. It is safe to assume that the battery voltage cannot go
any lower without the 5V rail dropping, or else the spec sheet would have claimed some battery
voltage lower than 3V. This means that at a battery voltage of 3V the input voltage to the 5.0V
regulator is at 5.0V plus its dropout voltage, which is the minimum input voltage the 5V
regulator can have before it goes out of regulation below 5.0V. From the spec sheet we find that
the dropout voltage of the 5V regulator is 0.4V. So we can assume that the input to the 5.0V
regulator is at 5.4V when the battery voltage is 3.0V.

Now if we decrease battery voltage by N millivolts from 3.0V, this will produce a corresponding
decrease in the 5.4V input to the 5V regulator by the same N millivolts. We can then create the
following table:

‘Table 5. Operation of the TLI33584 5V regulator during dropout

5V regulator 5V regulator

Veary Vin'* Vour
>3V >5.4V 5.0V
3.0V 5.4V 5.0V
2.9V 5.3V 4.9V
2.8V 5.2V 4.8V
2.7V 5.1V 4.7V
2.6V 5.0V 4.6V
2.5V 4.9V 4.5y
2.4V 4.8V 4.4V8 or
ovial

! Dropout voltage is 0.4V per spec sheet.
2 Under voltage threshold is 4.5V per spec sheet.
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to zero. If the 5V output is now sampled in this condition by an ADC, then the ADC obtains a
digital output of zero volts for the supply voltage. When this zero volt output is used to correct
subsequent APP sensor outputs for variations in their supply voltage, the sensor outputs will
increase to their maximum values. This causes sudden acceleration without the driver pressing
on the accelerator pedal. So we have just proven that any vehicle that uses Infineon’s TLF 33584
PMIC device can undergo sudden acceleration when the battery supply voltage falls below 2.5V
and when the ADC samples the battery supply voltage in this condition.

Here are some further conclusions that can be drawn from this discussion:

1) Ifsudden acceleration occurs, it occurs without a defect in the TLF 33584 device. The
PMIC device always works according to spec, which states that the device will operate
correctly with a battery voltage 3.0V or above. The condition that produces sudden
acceleration is operation of the TLF 33584 device with a battery voltage below 3.0V,
which is outside the device specification.

2) Isit possible that battery voltage dips below 3V will occur? Yes. The PMIC device
manufacturer thought so because they determined what the chip should do when under-
voltages occur, which can happen when battery voltage dips lower than 3V occur.

3) Is this a problem with just the Infineon device? Can a better PMIC be obtained?
Answer: The PMIC chips from other manufacturers have a similar limitation of battery
voltage dips to around 3V or less. (See Table 7 below). What causes this limitation is not
known at this time. But it is suspected that it is caused by a limitation in the maximum
gain of the boost converter.

Table 7. PMIC’s similar to Infineon’s TLF 33584

Company L(\)/weSt Veoostout  Verereg
BATT

Infineon TLF35584 Yes 5V, 3.3V, 1,2V 3V 8.3V 5.8V
Bosch CY329 Yes 5V, 3.3V, 1,2V 3V --- 6V
Analog Devices LT8603 Yes 5V, 3.3V, 1,2V 2V 8.0V
ST Microelectronics L9758 Yes 5V, 3.3V, 1,2V 4V 8.5V-10V 3\
Allegro ARG82800 Yes 5V, 3.3V, 1,2V 3.8V 5.3V
Motorola/NXP MC33394 Yes 5V, 3.3V, 2.6V 4.0V 6.0V 5.6V

4) Now, the vehicle manufacturer, in addition to the PMIC manufacturer, must be aware
that some events can produce dips in the battery voltage below 3V because they must
write the interrupt service routines that respond to the under-voltage interrupts and the
short-to-ground interrupts so they can restore the normal PMIC device operation. These
interrupt routines are part of the software that runs on the DSP that also reads the APP
sensor signals and that controls the drive motor in response to the APP sensor signals.
This means that the vehicle manufacturer must know, not only in general that dips below
a battery voltage of 3V can occur, but also that by reading the PMIC interrupt registers
befare they are reset they can know specifically if and when an under-voltage has
occurred. Therefore, when a sudden acceleration occurs, the PMIC interrupt registers
can be inspected to determine whether a transient occurred to cause the sudden
acceleration.

In summary, it has been shown in this section that transient voltage dips on the 12V supply line
can pass through the 5V regulators in a PMIC device and show up on the 5V supply line. The
companies that supply these PMIC devices know this because their device architectures assume
this fact as evidenced by monitoring the outputs of the 5V regulators and providing interrupts
when these outputs have an under-voltage or a short-to-ground. Auto manufacturers also know
this because they must write the software routines for the DSP’s in their powertrain ECU’s that
services these interrupts.
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Fig 42. A high voltage sensor can isolate the high voltage input
from the low voltage output by using an opto-coupler. The
resulting sensor output is proportional to both the high
voltage being measured and the 5V supply voltage.

Further details on this SUA mechanism in battery-powered electric vehicles can be obtained by
reading the following paper by this author:
1) A Cause of Sudden Acceleration in Battery Powered Electric Vehicles

This paper is available from the Center for Auto Safety website at
I o by clicking on

the title of the paper.
VIII. Why EMI Testing has Failed to Find the Cause of Sudden Acceleration

One may ask why EMT testing has failed to find any sudden acceleration in automobiles when
applying voltage dips to the 12V supply as recommended by EMT standards. The answer is that
the vehicle is not susceptible to any voltage dips on the 12V supply or the 5V supply unless an
ADC is sampling the voltage of the 12V bus or the 5V bus at the same time the voltage dips are
being applied. The test of whether the vehicle is susceptible is to look at the output of the ADC
after the supply voltage is digitized. This is a difficult test to do when one has no control over
the time of digitization. In this case one can only apply voltage dips continuously and hope for a
random coincidence between the voltage dips and the ADC acquisition of a voltage sample. The
only other alternatives are to hold the 12V bus low for a long time during which the ADC
eventually will acquire a voltage sample, or to establish control over the timing of the ADC
digitization so one can synchronize it with a voltage dip pulse. None of these last three
alternatives has been used in EMI testing to date.

One may ask why we don’t see the vehicle lights dim when a voltage dips occurs on the 12V
power bus. The answer is that most lights are incandescent, so they are current sensitive, and
not voltage sensitive. With incandescent lighting one must supply enough current to heat up the
filament of the light bulb. This heating is an integral of the current, so the light from an
incandescent bulb is sensitive only to current over time, and not to the current during a very
short voltage dip lasting a few tens of milliseconds.

One may follow up the last question by noting that one can see the headlights dim when starting
a car, so why can’t one see headlights dim when a transient occurs? After all, the point was
made earlier that the transients that cause sudden acceleration are similar to a starter crank
waveform. The answer is that a starter crank waveform lasts for one to three seconds, because
the engine takes time to fire up. This makes it easier to notice the dimming of headlights than
for a transient that lasts only a few tens of milliseconds. When the crank waveform is averaged
over the eye integration time of a few tenths of a second, the crank waveform contributes to the
entire eye integration time. When a transient waveform is integrated over the same eye
integration time, the shorter transient waveform contributes to only a small part of the eye
integration time.

Finally, one may say that the contactors in an electric vehicle would open if a voltage dip occurs
on the 12V supply line, causing the vehicle to come to a sudden stop. Therefore, the reason the
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Co lTe d To taVe le”, I1 ab f r
th th ey d :
Table 9. Tested wires and vehicles®
Pedal to ECU TPS signal APP signal 1 APP signal 2 SV supply SV Supply GND
Harness VTA VPA VPA2 VCPA
2002 Camry X X X X X
2004 Camry X X X X X X
2005 Camry X X X
mrcam kxS Kb Xfas  Xmm
2007 ES350 X X X X X X

? RF tests for pedal signals on the 2007 Camry were performed using both Denso and CTS pedals. The
remaining tests were performed with the make of pedal originally installed in the vehicle.

ab f k fo ab
WS nj ct d d wh
nj \% y . d ,
d wh nj d d
y iv
y ft fo ffth r
Table 9b. RF inductive injection tests in PARK at idle
Pedal to ECU TPS signal APP signal 1 APP signal 2 5V supply 5V Supply GND
Harness VTA VPA VPA2 VCPA EPA
2002 Camry ________ Burned TPS No malfunction No malfunction 700 RPM
trace observed observed
2004 Camry +200 RPM +400 RPM 200 RPM 200 RPM 500 RPM 6000 RPM
2005 Camry - DTC DTC e B Burned APP trace
Denso No ";22‘:::;"9" 1000 RPM +500 RPM +500 RPM
2007 Camry +500 RPM +500RPM. g R 1500 RO +1500 ROM R
No malfunction No malfunction observed No malfunction
2007 ES350 observed observed Denso 1000 RPM 1400 RPM 1400 RPM observed
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Table 10. Chatterbox disturbance tests in PARK at idle

Coupled disturbance Conducted disturbance
TPSsignals 45V GND  APPsignals +5V GND +12V
VTA/VTA2 VCTA ETA VPA/VPAZ VCPA EPA +B supply
2002 Camry s rwme s e =z mem None of the conducted disturbance tests resulted
2004 Camry No A2-2 A2-2 No No No in a significant engine RPM increase or setting of

a DTC code. The vehicle either continued to

2005 Camry No A2-2 A2-2 No No No function normally during and after the test, or the
engine shut off immediately in response to the
2007 Camry No A2-2 A2-2 No No No applied disturbances. The conducted disturbance

testing did not identify any realistic EM exposure
2009 Camry No A2-2 A22 No No A2-2 that would result in substantial, uncommanded

2006 1S350 No A2-2  A2-2 No No No increases in throttle position or engine speed.

No means not sensitive to A2-1 and A2-2 pulses.
A2-2 means sensitive only to A2-2 pulse with <600 RPM increase.
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discusses the possible consequences of abnormal operation of the A/D converter that is sustained

for several seconds.
Comment: Footnote 86 essentially says that the engine will keep running even when erroneous
signals are provided to it for several cycles (i.e., a few tens of milliseconds). This means for two
or three consecutive powertrain control samples at around 10 milliseconds per sample. This may
provide an answer to why the engine keeps running when the outputs of multiple sensors are
degraded by a loss of a 5V power supply if we suppose the loss of the power supply lasts only a
few tens of milliseconds.

On page 172, the report states:
“Variations (such as drifts or fluctuations) in the A/D reference voltage will not result in UA.

-- A change in the +5 Vde signal used by the A/D converter as a reference voltage will also affect
the pedal and throttle position signals by the same proportion. Consequently, the A/D converter
output will accurately reflect the signals from both the pedal and the throttle.

-- If the variation results in a permanent failure of the A/D converter, the engine will shut down.
-- A fault in the A/D converter which affects the conversion of all input signals can result in an
erroneous conversion (e.g., raising all signals by a fixed amount). This fault will also result in a
similarly erroneous conversion for all other input signals (e.g., VPA2, VTA2, MAF sensor signal,
oxXygen sensor, etc.) Numerous scenarios are possible in this condition: These include ...”
Comment: The last dashed remark comes very close to finding a cause for sudden acceleration.
But the Exponent report appears to be focussed on finding a stuck-at fault in the hardware that
causes a DC shift in the signal levels, and not on a temporary change in the reference voltage that
could cause a gain change in the signal levels.

XI. TestResults from-’apcr

This section summarizes the results of a paper b entitled
"Comparison of the Accelerator-Pedal-to-Engine-Control-Module Interfaces on Vehicles With
Low and High Reported Rates of Unintended Acceleration," published in IEEE Access, vol. 3,

The paper gives the results of applying power dips to the supply circuitry in ECU’s from four
different automobiles having varying rates of sudden acceleration incidents. The ECMs and the
throttle bodies were identical to the parts found on the investigated vehicles. A power supply
functioned as the vehicle battery. The input signals from the APP sensors to the ECM were
simulated using two or three analog output ports of a DAQ controlled by LabVIEW software.
Figure 43 shows the power supplies tested on each automobile; namely, the 12V supply to the
ECU (VB), the 5V supply to the CPU (VC), the 5V supplies to the two APP sensors (VS1 & VS2),
and the 5V supply to the memory (VM).

Power under Test

ECM

1ov
From Battery J MOSFET
. \ B ” a0
Reference VS1 l H

Reference Vvs2 Power Management - : Grvund of ECM
o< Signal
Generator
Accelerator (a)
Pedal ve = o
: v( VM 12V Power VB ECM
Position v
Sensor
Return - MOSFET
CPU ¢> Always-on i ua

Retumn s Memory

L C i Ground of ECM

Signal
Generstor

by

Fig. 43. Power supplies of the AP-to-ECM diagnostic  Fig. 44. Power dip test circuits. (a)
interface. Power dip test circuit for VC (5V
supply to CPU), VS1& VS2 (5V
supplies to APP sensors), and VM (5V
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supply to memory). (b) Power dip test
circuit for VB (12V supply to ECU).

Figure 44 shows the test circuits that generated the power dips. These circuits are essentially
switches that connect the output of the power supply directly to ground, causing the voltage to
drop from its nominal value to a very small value during the presence of the dip. The duration
of the power dips was 20 ps and 120 ps for one vehicle, and 50 ps for the other three vehicles.

Figure 45 shows the methodology for the Type I tests that applied power dips to the five
supplies. The Type I tests started by erasing all DTC’s in memory and then performed an engine
on/off cycle in which a throttle learning step was performed using the foot-off values of the APP
signals. This was followed by a second engine on/off cycle in which the power was applied to the
CPU and the APP sensors, the APP signals were set to the given test point, and the application
of the accelerator pedal was simulated. Power dips to the five supply outputs were then applied,
after which the throttle position signals and APP-related DTC’s were recorded. Finally, the
power to the CPU and the APP sensors was turned off and the data was logged. Type IT and
Type 111 tests will not be discussed here because they did not include any power dip tests.

Typel Type 1l Type II1
Test Cycle Start engine on/off cycle engine on/off cycle engine on/off cycle
| ————— e e ] | P ]
| SectAPPsignalsto | Apply power to CPU | SetAPPsignalsto | Test Cycle Start
| foot-offvalues | and APP sensors ! thetest point H
1 ) 1 e o v -
Erase [t e e 1 | SetAPPsignalsto 1
D‘T("é Short memory to | SetAPPsignalsto | Apply power to CPU 1 the test point 1
wep L_GNDto arase OTC's | thetestpoint | and APP sensors bomeea— 1’ """ =
‘ _______ [ ______ . e L ------ 1 Short memory to
Apply power to CPU | Simulate applying | : Simulate applying | GND to erase DTC's
and APP sensors : accelerator pedal : : accelerator pedal : 1
s T l. ______ 1 '_____-J ....... ) 1 Apply power to CPU
. rottle | simulate applying | I A by power di | Record TP signals & and APP sensors
eas::;ng : accelerator pedal : : PPY P ¥ _: APP-related DTC's L
............. .
1 1 l : Simulate applying 1
Tumn off power to Record TP signals & Turn off power to | accelerator padal :
CPU and APP sensors APP-related DTC's CPU and APP sensors e - -l -------
/\A Torn off l o Record TP signals &
Typel Type 11 CPU and API i APP-related DTC's
Set APP voltage Set APP voltage l
combinations with combinations with Test Cycle End Turn off power to
power on & power off
apply power dips CPU and APP sensors

Test Cycle End

Fig 45. Methodology used for varying the APP sensor signals and for applying power dips to the supplies.

Figure 46 shows how the data was plotted. The results of each test were plotted on a diagnostic
map having the values of the two APP signals as the coordinates. At each point on the map a
symbol was placed to indicate whether D1C’s were created or a WOT value was obtained. The
points where no DTC’s were found were shown by a green symbol, and the green areas were
designated as operational lanes. The widths of these operational lanes were then placed into a
table along with the WOT test results to compare these values for all vehicles tested. Table 11
shows this table of operational lane widths and WOT test results.

A Cause of Sudden Unintended 42 R. Belt
Acceleration Common to All 20 July 2024
Vehicles with Flectric Throttles



No APP Related DTCs
P2121 Only Limp-home
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Figure 49. This test bench enables me to use the ECU with a physical throttle body and acceleration pedal
sensor, with several other sensors “faked out” to try and keep the ECU operating somewhat normally. A
standard automotive diagnostic tool (6) is used to confirm operation. Shown here: (1) the main ECU, (2)
throttle body, (3) accelerator pedal sensor, (4) ignition switch and start button, (5) simulator to generate
the CAM and crank signals, which the ECU expects during the engine operation, (6) OBD-II reader which
can be used to read data from the ECU and confirm overall operation and (7) oscilloscope to monitor
drive signals.

After a single [induced EMI] injection at one location, I noticed that the throttle motor suddenly
became noisier. You can see the normal PWM drive signal (pre-fault injection) in Figure 50, and
compare this to the PWM drive signal (post-fault injection) in Figure 51, and you can see that
there is a drastic change in the drive waveforms. The incorrect drive waveforms caused an
increase in current draw. The [current] draw becomes erratic but spikes beyond 5A and averages
around 3.5A, whereas when operating normally, the system averaged at 1.5A. The control loop is
still controlling the throttle, such that it follows the expected value. It simply appears to be
“struggling” to control it now.
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[There is a lot happening in Figure 51:

1) The PWM waveforms show the motor first running in a forward direction at a higher duty cycle
than in Figure 50, then the direction of the motor rotation changing with the motor running at a
lower duty cycle than in Figure 50.

2) The PWM waveforms show the PWM transistor initially operating at a low duty cycle in each
direction, fallowed by the PWM transistor stopping, its ON/OFF action and staying ON, either due
to some control failure or due to the duty cycle going to 100%. When the PWM pulses stay ON,
the current through the motor increases, which pulls down the 12V power supply by about 2 volts
as shown on the other trace.

3) The oscilloscope traces show that the PWM frequency changes from 488.4Hz during normal
operation to 483.0 Hz during erratic operation. This may have something to do with changing the
generation and synchronization of the PWM pulses.

Now, it would be helpful to know which of these conditions is included in the term “erratic operation”.
This is because condition 1) above might be the normal result of the experimenter pressing the accelerator
pedal to create a throttle opening above idle, followed by the experimenter suddenly releasing the
accelerator pedal, with the oscilloscope catching one PWM period with an increased duty cycle befare
releasing the accelerator pedal and a second PWM period with a decreased duty cycle after releasing the
accelerator pedal. In this case, it is normal for the motor controller to drive the motor downward after the
accelerator pedal is released; ie, to drive the motor in the return direction rather than turning the motor
off and letting the spring return the motor to its idle state.

Therefore, if condition 1) is caused by the experimenter, the remaining two conditions become less
complicated, which might allow someone to figure out how they originate. If condition 1) is not caused by
the experimenter, then explaining all the changes gets very complicated.]

Interestingly, this erratic mode remains a problem after turning the ignition off and on again. As
the car maintains some power to the ECU, even when the ignition is switched off normally, it is
assumed some calibration or similar variable has been corrupted. It also could be a register
which is not initialized within the MCU, except on a full reset or power cycle (such as a PWM
control register). I found that only a total power cycle (removing all power from the ECU)
caused the system to return to normal operation.

The final objective is to find a situation where the throttle appears to stick open. This erratic
mode appeared to be the gateway. After some time in this mode (normally about 30 seconds to 2
minutes), the throttle body did jam either fully open or fully closed. The problem seems to be
accelerated by reducing the current limit of the power supply, causing the voltage to dip during
the current spikes. | These current spikes and voltage dips on the 12V supply are not being
generated by the continual application of EMP pulses. Only one EMP pulse started the erratic
operation, after which a long-duration voltage dip was produced by manually limiting the 12V
supply current]. This instance of the voltage dip having an effect on the throttle matches the
work published in 2016 on the topic by Park et al [6]. In this previous research, the throttle
changes were not permanent (only changing during the voltage dips). But in my work here it
appears to stick fully open—more closely matching some of the claims from consumers.

Once the throttle is stuck (open in this case), the ECU will continue to communicate with my
ODB-II tool, and appears to be controlling the spark igniters in response to my simulated crank
and cam signals. Adjusting the [APP] signal input creates a corresponding change in the igniter
signals for example. Using the ODB-11 tool, 1 can confirm that the throttle position is
commanded to be fully open [during these changes], as in Figure 52. Note that the set TPS
position of 88% is above the “allowed” regular operating range that is reached with the
accelerator pedal. The throttle seems to remain in this state until the ignition is switched off. I
only waited a few minutes before shutting off system power, but the fault does not clear within a
few seconds as it should if the watchdog or similar kicked in.
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Figure 52 — Wide Open Throttle and ODB-II reader showing that the throttle is commanded to 88%. The
motor is being actively driven with a constant “on” voltage (no PWM operation is observed). [This
constant “on” voltage may be just a 100% PWM duty cycle].

While the throttle body appeared to be maintaining the requested position, the throttle body
now had a noticeable “chatter”. In addition, the power consumption jumped from the normal
1.6A to 3 — 5A (the current draw became less constant). This sudden jump in current
consumption results in additional voltage drops on the ECU power rail, which also aligns with
the previous work demonstrating wide open throttle condition during voltage fluctuations.

1) Stuck Throttle Results: Once in the incorrect PWM mode, the throttle would eventually stick
either fully closed or fully open, and the accelerator pedal sensor changes no longer have any
impact on the throttle position. In this case the current draw increased further, and viewing the
PWM waveforms it was clear the output signal was now constant. Once this mode was entered, a
power cycle was required to exit this mode.

While in this mode, the ECU continued to provide ignition output signals that responded to
changes in the cam & crank signals, and the OBD-II scan tool could continue to provide
diagnostics information. A photo of the throttle stuck open is shown in Figure 8. Note the
throttle is shown commanded to 88% opening here. During regular operation, the maximum
throttle opening on the test bench is only 81%, thus the 88% throttle position commanded here
appears to be even beyond regular operating values.

Comments:

1. _ound: The throttle sticking was accelerated by reducing the
current limit of the 12V power supply, causing the voltage to dip lower
during the simulater current spike.

Belt's comment: The load in this case is the throttle motor. Reducing the current limit
of the 12V supply essentially simulates a voltage dip on the 12V supply line similar to one
created by an electric motor from an AC fan motor turning on while the battery is unable
to supply the inrush current of the fan motor because it is depleted of charge by a
reduced SOC. If the 12V supply voltage is sampled in this state by an ADC, then the
digitized voltage value will be much lower than 12V. When this lower 12V supply voltage
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voltage is used to compensate the PWM duty cycle to the throttle motor by multiplying it
by the ratio V .ysuppiy(normal)/V uvsuppiy(low) = 12V/3V = 4, then the duty cycle will be
multiplied by a factor of 4, which increases the voltage and current to the throttle motor
by a factor of 4 above its normal values, which opens the throttle to full open.

2. _ound: Once the throttle is stuck open, it remains stuck open
until the ignition is switched off and then on again.
Belt’s comment: This correlates with having the digitized 12V supply voltage stored in
memory with its value remaining unchanged until a new sample of the 12V supply
voltage is stored.

3. _ound: The throttle is commanded to 88% opening when stuck
open. During regular operation, the maximum throttle opening on the test
bench is only 81%, thus the 88% throttle position commanded here appears
to be even beyond regular operating values.

Belt’s comment: An 88% throttle opening is beyond the normal throttle opening limit of
81% and cannot be explained by normal electronic throttle system operation in which the
accelerator pedal is pressed instead of the brake pedal. This eliminates driver confusion
as an explanation. In fact, it also eliminates this author’s latest theory in which the
digitized APP sensor output increases because it is compensated by an incorrect 5V
supply voltage. However, it may be explained by this author’s previous theory of sudden
acceleration discussed in Section VT of this paper. The only way the throttle opening can
be increased above its normal limit is by increasing the throttle motor PWM duty cycle to
correct the voltage and current to the throttle motor in response to changes in the supply
voltage. If the 12V supply voltage is sampled by an ADC during a voltage dip, then the
digitized voltage value will be much lower than 12V. When this lower 12V supply voltage
is used to compensate the PWM duty cycle to the throttle motor by multiplying it by the
ratio Visvsuppiy(normal)/V uveuppiy(low) = 12V/3V = 4, then the duty cycle will be multiplied
by a factor of 4, which increases the voltage and current to the throttle motor by a factor
of 4 above its normal values, which opens the throttle to full open.

4. _speculates that a wide open throttle is caused by memory
corruption induced by voltage drops on the ECU 12V power rail.
Belt’s comment: I agree that voltage drops on the ECU 12V supply voltage can induce a
wide open throttle. But I don’t believe that memory corruption is needed to cause a wide
open throttle. My papers have discussed how a wide open throttle can be caused by a
voltage dip occurring on the ECU 12V power rail while the ADC is sampling the voltage of
the power rail, which causes an incorrect power rail voltage to be stored that produces a
wide open throttle condition when this incorrect rail voltage is used later to compensate
the duty cycle for battery voltage variation. So, Mr. O’Flynn and I agree that somehow a
value stored in memory gets corrupted to cause a wide open throttle. The difference is
that Mr. O’Flynn believes that memory corruption is the cause of the signal change, but
does not identify which signal gets corrupted in memory. However, I believe that an
incorrect value of the signal is created before it is stored in memory without later
corruption of the memory value after it has been stored. And I believe that this signal is
the 12V supply voltage. So while memory corruption may be possible, it may not be
needed.

In summary, these two papers by Colin O’Flynn clearly show that the throttle of a 2005 Toyota
Corolla can be opened to a wide open throttle condition by a combination of an EMP pulse
followed by a voltage drop on the ECU power rail. The throttle remains open in this condition
after the EMP pulse and the voltage drop are removed. This work supports the explanation
proposed by this author that sudden acceleration is caused by a voltage dip on the 12V supply
rail produced by the inrush current of an electric motor turning that lowers the supply voltage
reading obtained when a voltage dip occurs during ADC sampling. When this incorrect voltage

A Cause of Sudden Unintended 51 R. Belt
Acceleration Common to All 20 July 2024
Vehicles with Flectric Throttles



cl

tycycl fth , _Th
wi iv )
f aki UA
Th f
dy g . ,a f g UA ya
f ch ’ y f , wh ch rfo iv
y . ) f ak g fo d
ab f qu dy ,wh ch
dy fo f fe . ,
d fo wi
cd av g c , f ak £
\4 y ,whchmay th
. Th a rth o
ct wh y
d ’ ch cl av C
) f fa f fod f
ft . Th n fo d
fyNew UA ch
ay at dy cd d y r
av chth iv ’ fe f d f
Th , f R t
) d cd fywh r iv d
d wh eh cl d wh
r Vi fth av
Y cl ff f ’
f .
r ay th dy d y r
y f
ry- d - - ry th d
ay’ f . Th
cl”’ , d AD a ffe fe
cl wh for y
- Th Iy- d d ry cd vy
cl ry y d
cl y th d
- A ry fu fo
fr vu Au L. fth
cl , _Th
awi ry.  al y y ) d rvi
> iv ch

y
th Th



To ECU

LogBox
Data Logger

Fig. 53. Novus Automationm makes a data logger called “LogBox AA” that
can digitize and store two or three analog signals for up to 18 hours and is battery-powered. This product

can provide all the functions required by a Pedal Monitor, while being less expensive than a video camera
with memory. It is also easier to install and can survive wider temperature extremes than a video camera,
as well as being less sensitive to changing light conditions.

XV. Summary and Conclusion

A new cause of sudden acceleration has been described that can occur in all vehicles with
electronic throttles, including cars with gasoline engines, diesel engines, and electric drive
motors, along with trucks, buses, motorcycles, possibly even electric bicycles. The cause
involves a dip in the APP sensor supply voltage while it is being digitized for later use in
compensating the APP sensor outputs for variations in the supply voltage due to thermal
fluctuations. When a dip occurs, the digitized outputs of the APP sensors increase even though
the analog sensor outputs remain unchanged. This causes sudden acceleration with the EDR
data showing that the driver pressed the accelerator pedal even though the driver may have
never put his foot on the accelerator pedal. This change in the APP sensor outputs is not caused
by a hardware fault or a software fault, but by a change in the APP sensor data caused by a
voltage dip. This explains why no DTC’s are ever found after a sudden acceleration incident.
This voltage dip can be produced by the inrush current of an electric motor turning on, just like
the voltage dip produced by an electric starter on an ICE vehicle.

The paper points out that this new cause of sudden acceleration is in addition to the causes of
sudden acceleration in ICE vehicles and in electric vehicles that have been already discussed by
this author. It explains why EMI testing has failed to find any of these causes of sudden
acceleration in studies by both Exponent and NASA/NHTSA. It then discusses two
experimental studies of electronic throttle hardware that prove that the throttle can be opened
by dips in the 12V battery supply voltage or by dips in the 5V APP sensor supply voltage. This is
followed by an explanation of how to eliminate sudden acceleration by testing the digitized
supply voltage before using it to compensate either the APP sensor outputs for changes in the 5V
supply voltage or the duty cycle of the throttle motor for changes in the 12V supply voltage.
Finally, a way to verify this cause of sudden acceleration is provided by identifying an
inexpensive attachment to the accelerator pedal that can monitor the APP sensor outputs for
comparison with the EDR data. This inexpensive voltage monitor can be installed easily by the
vehicle owner and can survive wider temperature extremes than a video camera, as well as being
less sensitive to changing light conditions.

A Cause of Sudden Unintended 53 R. Belt
Acceleration Common to All 20 July 2024
Vehicles with Flectric Throttles



av

fo wig

cl

th

fact

d fo

ay,

x .Typ al at r
y fact
f fic fa
fr
y
w d
av g f-
fo
ffe
ffe
r d
ffe fa
d wh
d .
y d y ffe \Y%
fa may ly \%
dy fab
fth al
f
. Th cl’ a d
da c
r f
d c
th
df fe
f fe fo
d
r al .
d fab
y
y d R a
ey d ft
y
fact
av d
fo a
ffe
d for
d Ru

al

at

fic

cy



y wo

wh

fo

ay :




References

1. In one incident a cab driver waiting in a queue with the engine at idle was smoking while sitting with
both feet outside the vehicle. When the cabs in front of his vehicle moved forward to leave a gap, he
attempted to move his vehicle forward by shifting the transmission from PARK into DRIVE while
keeping his feet outside. The engine suddenly roared to high RPM’s and the cab sprang forward,
crashing into a bridge structure ahcad.

In another incident, a carwash employee entered a vehicle as it was exiting the carwash so he could
park it to finish the job. As he shifted the transmission from NEUTRAL to DRIVE with the door still
open and his seat belt unfastened the engine suddenly roared to high RPM’s and the vehicle leapt
forward at high speed. As the vehicle crossed a culvert before crossing a busy road, the driver was
thrown out of the vehicle. After crossing the road, the vehicle continued on its own for over 100 yards
across an empty field before crashing into an electrical structure outside an apartment building.
Investigators later found nothing inside the vehicle that could have interfered with the accelerator
pedal.

2. ECV ine ¢ sheet for the appsCAN Pedal Simulator Module”,

The spec sheet below clearly states that_all analog outputs
from accelerator pedals are ratiometric. The company is a supplier to many automobile testing
facilities.

Specifications

ECM appsCAN Pedal Simulator Module

o CAN Communication Command Input CAN. or Voltage Input, or Potentiometer laput

« Four Analog Inputs Commands

nal voltuge reference, or sbsolute voltage output (4 x)
cle of PWM (pelse-width modulated) output (4 x)

¢ Four Analeg Outputs y(4x)

¢ Four PWM Outputs

jor voltazc outpul un power-sp (4 %)
Default % duty cycle value for PWM on power-up (4 x)
Defuoult frequc PWM on power-up (4 x)

o Pedal Simulated by CAN Input,

Voltage lnput, or Potentiometer
Input

* Analog Outputs based on External
Valtage (Ratiometric) or Internal
Voltage References

o Open-Collector or Pulled-Up PWMs

® lsolated Grounds

Analog Inputs Dto 15V, 16 bits (4 x)

Analog Outputs 0 10 100% of cxternal voltage reference. oc intemal 5V refereace (4 1)

Commen ground for anslog signals but scparate from PWM and
CAN/Pawer grounds
Outputs protected from shorts and misconacctions

PWM Outputs Lerw-side dirivers witk optioral intemal pull-ops 10 SV (4 3)
0w 1000 Bty cycle. Resolutior: 0.0015%
| 5 to 1000 he frequency. Rewolution: 05 he
Maxmem curcat sink capecaty: S00mA per channel
Commen ground for PWM outputs but scparste from analog signak and
CANFower groamds
Outputs protected from shorts and misconmections

o Synchronous and Asynchronous
Operation
o Programmable Start-up Values

* Ceonfiguration & Control
Software Provided

o 1P67 Sealed Enclosure Configeration Via CAN Bus using supplicd Configuration Softwase or User Program

Programmable Node 1D.
Most vehicles sold today do not have s direct physical connection batween the accelerator pedal and

s throcle, Insicad, command signal from the lerator pedal ase sent 1 the engine comroller and Module
throttle is controlled by an clectric motor. When engines o velicles are tested in dy otes
. 1118 0o longer necessary to have a robot or actuator pushing on the accelorator pedal if these signals

[45mm x 120mm x #0mem, Lavireameatally Scaled

ce Envirenmental 55 10 125°C, 1P67

can be simulated,

Connection Hardware  Outputs: 300m hamness with Deutsck DIM06-125 12-position connactors

ECMs aprltl\h module simulates aceelerator pedal poaition signals dbased on CAN commands sont
he ter comtroller, or a v 1lug< in \pul o 4 potentiometer 1:1[, ut. Up to four uulu.

erence(s) seat from the engine controller. I‘( \li
based om up (0 four external measured relerence
ferences

ECMs appsCAN madule can also serve as a generalpurpose foarchanne! analog inpat, four<hannel analog
output, and four-channel PWM output device. Therefore. other dynamometer and test schedule functions

(2 hamesses, supplied with unit)
CAN and Powcr: 2m Cable with Eurofast 12 cable and banasa plugs

Pawer 81023 VDC, 100 A mua., AC/DC (optanal)
Ordering Information

SppnCAN appsCAN Lis
(medule, two utprt hasnesses, CANMPower emess, Configirston Softwarc)

ECM oionionns

can be controlled using the module,

Los Altos e CA »94023-0040 «USA 7Te!: (A_mn&u.u- Fax: (408) 734-3432 » www.ecm-co.com

Lo iorer)

. Below are two pages from this supplier of accelerator pedal assemblies. The pages
state that the output signals of their pedal assemblies are ratiometric. Catalogs from other companies
show similar statements that their analog outputs are ratiometric.
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4. Exponent, “Analysis of Toyata ETCS-i System Hardware and Software”, September 2012
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5. The following table summarizes the statements about ratiometric APP sensors in the Exponent report:

. References to
Sensor Type Vehicle Used On Ratiometric Behavior
Potentiometer (Aisan, 2002 Camry with L4 engine . .
p58) 2002-2006 Camry (p63) P84, ratiometric

P95, ratiometric

. 2002 Camry with V6 engine " "
gg'ée;ntlometer (Denso, | 5502-2003 Lexus SC430 (p63) 312'57 ::gg:;z:gg
2008 Corolla (p63) ’

p86, ratiometric down to 3 VDC
2007+ Ca with L4 engine , ratiometric

Hall effect (Denso, p61) (p6 :;7) mry L4 engi g?sso, ratiometric

p216, ratiometric

p85, ratiometric down to 2.8 VDC

P95, ratiometric
2007+ Camry with V6 engine p108, ratiometric

Hall effect (CTS, p60) (p63) p126, ratiometric

p150, ratiometric

p216, ratiometric

6. “ US patent 6359578, “System for Externally Referenced Ratiometric Signal
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