














got disconnected but customer did not answer.

Customer stated that the vehicle has been hacked. Customer stated that

she contacted the DLR and they are wanting to know what they are supposed
to do. Agent advised customer that she would just need to schedule an
appointment with the DLR for a Diagnosis. Customer understood and thanked
agent.






Reviewed Warranty History which determined this case

should be escalated to I12R for case management.

Made initial call to customer to verify vehicle concerns and what

resolution they are seeking. Customer was concerned about loaner car they
were given that it was dirty and smelled of cigarettes. Told customer |

would speak with dealer to see if we could get him another vehicle before
he went out of town this evening. Spoke with dealer left message with
receptionist to authorize rental for customer.***Follow up 7/17/15

Status update provided via email to the following email address:

Hello Mr.

You may contact your Case Manager Felicia, at 214-583-2163 to discuss
your case between 8 a.m. - 4:30 p.m. CT Monday-Friday.

Thank you,

Kailey

Chrysler ResolutionTeam

End of Status Update

Called dealer 43649 to authorize rental for customer, LVM for SM Dave.
Will follow up with dealer and customer. 7/17/15

Called Brad Deery (43649) and spoke with Theresa who transferred me to
Tim who stated that they do not work with a rental agency and have no
other loaner vehicles available for the customer, but the customer s
vehicle should be ready today.

Called customer back and informed him that his vehicle should be ready
today, but if the vehicle is not ready, he can rent one on his own and we
will reimburse him up to $35 per day.***Follow up 7/20/15

Customer LVM on main line; forwarded to CM

Customer LVM requesting call back.

Called customer and informed him that the DLR will call him when the
vehicle is ready. Customer stated that the DLR confirmed that the vehicle
will not be ready by today. We advised the customer to pick up a rental
and we will reimburse him up to $35 per day until the vehicle is ready

for pick up. Customer stated that the DLR was very rude with him and |
apologized to the customer about the experience. ***Follow up 7/20/15
Customer LVM requesting call back.

Called Brad Deery Motors (43649) and spoke with SA Tim and he stated that
a piece of the transmission broke and had to be ordered. New part
scheduled to arrive tomorrow. SA says he will update the customer on
vehicle status.

Returned customer s call and informed him that the DLR is still working
to repair the vehicle and | will call back to provide an update. Customer
stated that he is upset with the repair process and he and his wife do

not feel safe driving the vehicle. | informed the customer that his case
will be updated after repairs and reviewed for the best possible offer. |
***Follow up 7/23/15

Customer LVM requesting call back.

Called Brad Deer (43649) and left a message with Theresa for SA Tim
requesting call back.

Returned customer s call to inquire about vehicle status. Customer stated
that the vehicle was delivered to him on Tuesday evening, 7/21/15.
Customer says that he is out of town until this weekend cannot confirm
the status of the vehicle. Customer says his wife has been in the vehicle
and noticed that it was returned with no fuel. Customer says that his

wife does not feel safe driving the vehicle anymore because of all the
repair attempts and computers being hacked. Customer demanded a
replacement. | apologized to the customer about the inconvenience and
informed him that his case is still being reviewed for the best possible
resolution, but cannot make any guarantees.***Follow up 7/28/15

Called customer and he stated that he was not able to speak because he
was still in the office. Customer says that he is out of town, but his

wife says that the vehicle still isn t downshifting properly and making a
clunking noise. Customer also stated that the vehicle accelerates on its
own. | apologized to the customer and informed him that he can contact
the DLR for a service appointment and | can authorize a rental and that
his case is being reviewed for the best possible resolution. Customer
agreed to contact the DLR today for service appointment.***Follow up



7/30/15

Called customer and he stated that he tried contacting the DLR to
schedule service appointment because his transmission is not shifting
properly and no one has called him back. | informed the customer that |
would call and schedule appointment and call him back

Called Brad Deery (43649) and spoke with SM Tim who stated that he has
been trying to reach the customer and would like to speak with the
customer before scheduling appointment, because the transmission was just
replaced and he needs an understanding on the vehicle concerns. |
informed him that | would contact the customer and have him to call him
back.

Called customer and informed him that the SM would like to speak with him
before scheduling appointment. Customer agreed to call Tim and call me
back.***Follow up 8/4/15

Customer LVM requesting call back.

Returned customer s call and he stated that he had spoken with SM Tim and
Tim inquired about warning lights being on. Customer informed the SM that
there are currently no lights on in the vehicle. SM informed customer

that the vehicle is attempting to relearn his driving habits and advised

him to drive the vehicle for a few weeks and return to DLR if issues

persist. Customer says that his wife drives the vehicle and she
experienced acceleration issues at low speeds and a clunking noise this
morning. Customer stated that he is leaving town in 2 weeks and would
like to take the vehicle, but he does not trust it. | apologized to the
customer and informed him that we are not offering to replace the vehicle
at this time, but | can call a different DLR and schedule an appointment

for a second opinion diagnosis. Customer stated interest in Clinton CJD
(45408), but would like to speak with wife first about scheduling another
appointment. Advised customer to call me back when a decision has been
made.**Follow up 8/6/15

Customer states that he is getting fed up with this case and if he

doesn t see a resolution in the near future he will call his governors
general attorneys office.

customer is call back to see if there would be a CM that

would be able to speak to him . Customer called the CM and CM

will not be back in until Tues the 11th . The customer needs to talk

to CM

agent call the 8885427239 but could not get an answer just

voice mail

Agetn advise customer to this agent was not please of not being

able to speak to the CM.

Customer left message on main line requesting return call. Forwarded to
case manager for follow up.

Returned customer s VM; LVM for customer

Returned customer s VM. Customer stated that vehicle is still jerking on
acceleration and clunking. Customer also expressed concern about a
possible coolant leak and recall. Customer stated there seemed to be
some confusion with FA798 on the last call; customer thought she was
going to set appointment for him. CM thought customer would call once he
decided what dealer he wanted to use. Customer stated he would like to
take vehicle to dealer 45408 for a second opinion. Customer stated he

has 2015 Cherokee that has had few problems. Apologized to customer and
advised that we can get his vehicle back in for service. Customer stated

he is going out of town 8/14/15, but wants to get vehicle in for service

as soon as possible. Advised customer we will offer a rental at $0/day

in a CDJR product or $35/day in a non-CDJR product. Customer requested
Monday evening drop off.

Called dealer 45408 and spoke with SA Mike who set appointment for
Tuesday, 8/11/15, with Monday evening drop off. SA stated that rental

will be available. ***follow up with dealer and customer 8/11/15

>>>>> A new CAIR and I12R Case have been opened to further assist
customer. Original CAIR number is






your 2014 Cherokee Latitude.

We regret to learn of your dissatisfaction with our Uconnect system, and
we appreciate the time and effort you took to tell us of your
dissatisfaction. We have documented your comments and will provide them
to our Web Development team for review. We do have a recall for your
vehicle for this issue specifically, and it is an update that can be done

at your local dealer. Once this recall is performed, your system will be
fine. If you have any other concerns about your vehicle, please feel free
to contact me back.

Thank you for taking the time to communicate with me, | hope | was of
assistance.

Thank you again for your email. Should you require additional
assistance, or have any new information to provide, please reply to this
email message or call 1-877-1-AM-JEEP (1-877-426-5337).

Sincerely,

Steve

Customer Service Representative

Jeep Customer Assistance Center

e END OF CAC EMAIL RESPONSE ********

Reassign to EB460 for survey bypass for no response.









Customer asked that writer contacted the DLR at_.
***DLR call***

Writer contacted DLR at—. Writer asked to speak to SM, writer
left message for SM to call back reference case number || -

Waiting for DLR contact






the seat and mirror memory.

Agent contacted the customer again to inform him of this, the customer
states that they talked to Uconnect Access and was told that he will have
to go to a DLR to pull the report (failure code). Agent completed closing
and disconnected.















uconnect system
Reassign to TL for survey by pass - Recall -













software to the USB? Y

If the answer to any of these questions is NO ,

what error messages is the customer receiving (if any)?

Any other relevant information:

Has the customer cycled the ignition twice after

USB software install? N

Agent advised Customer of the trouble shooting steps for Google Chrome.
Agent advised Customer to save the download to his desktop, then open and
extract to the USB. Customer understood and thanked agent.

Agent advised customer of the trouble shooting steps for Mac. Customer
understood and stated that it had started the download. Agent advised
customer to have the vehicle running and to put the USB port in the

center console USB. Customer understood and thanked agent.

Writer spoke to customer and made sure recall was completed, and customer
confirmed that he had it done today at his dealership.

Writer expressed apologies to customer that this has happened and
reiterated that we are not aware of any retail customer s vehicle being
remotely hacked/unlocked at this time.

Writer wished customer luck and will close CAIR - no further assistance
needed.









End of Reviewed Customer message
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*********Case Escalated to I2R******************

Reviewed Warranty History which determined this case

should be escalated to I12R for case management.

*** Amanda with the I2R Customer Resolution Team is now responsible for
this CAIR. If the customer should call, please direct them to contact
Amanda directly at 214-583-2157. Thank you. ***

| called F and LVM for customer advising that his case was
escalated to me for special handling; | provided my contact information

and office hours.

**Follow up 8/14/15

| called h and LVM for customer advising his case was
reviewed and escalated to me for special handling. | provided my contact
information and office hours as well as set follow up for Tuesday.
**Follow up 8/18/15

| called the customer who advised me that he picked up his vehicle and it

seems repaired. The customer advised me that he no longer needs my help
and he will call back if he has any future problems.












she has a interim letter that was mailed out on August 14th. Customer
stated she has received her letter and thanked agent.




























by 8:30 am on Nov 9. alt trans will be provided. writer req owner call to
confirm.

CAIR RE-OPENED AND FOLLOWING REASON CODE(S) REMOVED
Dealer - By-Pass

101915 writer sent out rescheduled appt letter.
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Field Report

VEHICLE
JEEP CHEROKEE TRAILHAWK 4X4 SPORT
Model Year |2014 Body KLJH74 | )7 ILITY 4-DOOR
Built ;
VIN 1c4PIvBs 1| EVE Date |0 /08/2014 Mi eage 8 987
TOLEDO NORTH
Plant w ASSEMBLY PLANT Market |U us
Engine EHB |3.2L V6 24V VT ENGINE
Transmission| DFJ | 9-SPD 948TE 4WD AUTO TRANS (MAKE)
Color PXR | BRILLIANT BLACK CRYSTAL PEARL COAT
GENERAL
[Case Ref | | [Component Group| 08A - AUDIO/VIDEO/NAV/TELEMATICS|
[Customer Complaint|[Jjj] | \WON'T MEET CUSTOMER REQUIREMENTS |
[Created | 07/22/2015 09:47:08| [By | T43100Z |
[Updated | 07/22/2015 10:14:18| [By | T43104Z |
CONTACT
Dealer 45608 | JOE MACHENS CHRYSLER DODGE JEEP|[Phone | (573) 443-0481|

Address 1310 VANDIVER DR

City COLUMBIA |[State

| MO

zIP

65202 1925 |

Dealer Zone| 51 ||County

| BOONE

| Count

USA

Tech Stacey Ratliff|

STAR T4310JZ

CUSTOMER CONCERN

uconnect being hacked
Updated: 07/22/2015 09:47:08 By T4310JZ

RESOLUTION

Updated: 07/22/2015 09:47:08 By T4310JZ
info only
Updated: 07/22/2015 10:14:18 By T4310JZ

Stacey, there are currently no updates. The system will be updated in the near future. Inform the customer that the news
report was a staged even and no in-service vehicles have been maliciously attacked at this time.




Field Report

VEHICLE
JEEP CHEROKEE LIMITED 4X4 SPORT
Model Year |2015 Body KLIP74 | UTILITY 4-DOOR
Built ;
VIN 1c4PJvDSO, FWIEE Date | 03/16/2015 Mileage 310
TOLEDO NORTH

Plant w ASSEMBLY PLANT Market |U us

Engine EHB |3.2L V6 24V VWT ENGINE

Transmission| DFH | 9-SPD 948TE FWD/AWD AUTO TRANS (MAKE

Color PBU | TRUE BLUE PEARL COAT

GENERAL

[Case Ref | | [Component Group| 08A - AUDIO/VIDEO/NAV/TELEMATICS|
[Customer Complaint] i | |RADIO/INFOTAINMENT OPERATION |
[Created | 07/22/2015 11:26:19| [By | T806850 |
|Updated | 07/22/2015 11:26:19| [By | T8068S0 |
CONTACT

Dealer 68991 | VICTORY CHRYSLER DODGE JEEP RAM|[Phone | (315) 337-0512)
Address | 5827 ROME TABERG RD |

City ROME state | NY |zIP 13440 1735 |
Dealer Zone| 32 county | ONEIDA [Country] UsA |

Tech Thomas Boncella|

STAR T8068S0 |
CUSTOMER CONCERN

CUSTOMER CONTACTED DEALER THIS A.M REGARDING MEDIA FEED ON UCONNECT SYSTEMS BEING
HACKED ADVISED TO CONTACT DEALER, CALLED DM ADVISED TO CONTACT STAR

Updated: 07/22/2015 11:26:19 By T8068S0

RESOLUTION

Thomas, At this time FCA is working on this and this issue was a planed event and at this time there is no actual
incidences of this happening as the media event was planed and controlled. Chrysler is working on a update for the
Uconnect. At this time there is nothing the dealer or STAR can do or needs to do. Please close this case on your end.

Scott
Updated: 07/22/2015 11:26:19 By T8068S0
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From

To: customerassist@chrysler.com
Date: Wed Jul 22 21:34:41 EDT 2015
Subject: Chrysler Group LLC Customer Assistance
Form Selected:
Category: US Customer Service
Brief Description:
Jeep Cherokee computer safety
Comments:
A Washington Post report today describes the vulnerability of Jeep Cherokees
to computer hacking. | own a Jeep Cherokee and I'm now very concerned for
my family's safety.

| read today's report in the context of previous

technical problems with Cherokees. The Jeep Cherokee | originally leased
(August 2014) had to be replaced after it underwent a complete computer
system failure. The car would not start, the emergency brake and gears
were non-operational, and - until the battery died - the computer system
was cycling through entertainment features, the horn was blaring, and the
windshield wipers were burning out and staining the windshield black. And,
strangely, the computer would jump to a new entertainment feature or
operational status whenever | closed the glove compartment or tapped the
dashboard. Was it hacked?

Of these issues, the most significant was that

the vehicle could potentially fail during operation or when | am far from
assistance. Even the tow truck driver could not get the vehicle to move

until I closed the glove compartment a few times and the gears resumed
operation. A Jeep sales manager explained to me that these vehicles have a
known problem with the synchronization of their computer and operational
systems. This means that Jeep possibly knew of the problem, but allowed me
to purchase the vehicle anyway. My Jeep dealer had to replace the entire
vehicle because they could not fix the problem.

| am deeply concerned

about the safety of my family in my Cherokee. When my original Cherokee
failed, my wife and two young daughters were in the car with me. Given the
brake and gear failure, and unpredictable changes in operational status



during the failure, | immediately removed my daughters from the car out of
fear for their safety. How can | trust this vehicle, given its

unpredictability and non-operational basic mechanical features? The
Washington Post report confirms my fears. Until now, | have not complained
about the technical problems of the Cherokee, but | now feel my story would
be of concern to other Cherokee owners.

Sender Information:

Middle Initial:

Last Name: ||



From: customerassist@chrysler.com

To:

Date: Wed Jul 29 20:09:00 EDT 2015

Subject: Re: Chrysler Group LLC Customer Assistance

Dear ||l

Thank you for contacting the Jeep Customer Assistance Center regarding your 2014 Cherokee
Latitude.

We regret to learn of your dissatisfaction with our Uconnect system, and we appreciate the time
and effort you took to tell us of your dissatisfaction. We have documented your comments and will
provide them to our Web Development team for review. We do have a recall for your vehicle for
this issue specifically, and it is an update that can be done at your local dealer. Once this recall is
performed, your system will be fine. If you have any other concerns about your vehicle, please feel
free to contact me back.

Thank you for taking the time to communicate with me, | hope | was of assistance.

Thank you again for your email. Should you require additional assistance, or have any new
information to provide, please reply to this email message or call 1-877-I-AM-JEEP (1-877-426-
5337).

Sincerely,

Steve

Customer Service Representative

Jeep Customer Assistance Center

For any future communications related to this email, please refer to the following information:
REFERENCE NUMBER I

EMAIL CASE NUMBER: [

REPLY LINK:
http://www.chrysler.com/wccs/brand_forms/us/reply.jsp?trk_| DI GG &
Original Message Follows:

US Customer Service - Jeep Brand Site

Brief Description:

Jeep Cherokee computer safety

Comments:

A Washington Post report today describes the vulnerability of Jeep Cherokees

to computer hacking. | own a Jeep Cherokee and I'm now very concerned for

my family's safety. | read today's report in the context of previous

technical problems with Cherokees. The Jeep Cherokee | originally leased

(August 2014) had to be replaced after it underwent a complete computer

system failure. The car would not start, the emergency brake and gears

were non-operational, and - until the battery died - the computer system

was cycling through entertainment features, the horn was blaring, and the

windshield wipers were burning out and staining the windshield black. And,



strangely, the computer would jump to a new entertainment feature or
operational status whenever | closed the glove compartment or tapped the
dashboard. Was it hacked? Of these issues, the most significant was that
the vehicle could potentially fail during operation or when | am far from
assistance. Even the tow truck driver could not get the vehicle to move

until I closed the glove compartment a few times and the gears resumed
operation. A Jeep sales manager explained to me that these vehicles have a
known problem with the synchronization of their computer and operational
systems. This means that Jeep possibly knew of the problem, but allowed me
to purchase the vehicle anyway. My Jeep dealer had to replace the entire
vehicle because they could not fix the problem. | am deeply concerned
about the safety of my family in my Cherokee. When my original Cherokee
failed, my wife and two young daughters were in the car with me. Given the
brake and gear failure, and unpredictable changes in operational status
during the failure, | immediately removed my daughters from the car out of
fear for their safety. How can | trust this vehicle, given its

unpredictability and non-operational basic mechanical features? The
Washington Post report confirms my fears. Until now, | have not complained
about the technical problems of the Cherokee, but | now feel my story would
be of concern to other Cherokee owners.

VIN:

Mileage:
7000
Servicing Dealer:
Ourisman Alexandria
Title:

First Name:

Middle Initial:

Last Name:

Address 1:

Address 2:

City:
Alexandria



State:
VA
Zip:

Email:

Home Phone:
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From: |

To: customerassist@chrysler.com
Date: Tue Aug 04 02:52:44 EDT 2015
Subject: Chrysler Group LLC Customer Assistance
Form Selected:
Category: US Customer Service
Brief Description:
recall reimbursement
Comments:
my security system was hack on july 26 | loss some important items so | went
to the dealer on july 28 there did the recall and updates but after that |
has no faith in the uconnect system so | had after market alarm system pit
in for $600 | would like a refund

Sender Information:

Title:

First Name

Middle Initial:

Last Name: [|jli}
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