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Abstract=-Tbe ,•ebides art cquippM • 'itfl elc.'.c:tr08lt~M1rOI 
unit& lh•t c:odtrol tlieiFfilnctioos. lne:se uni is corr1111'11t1ieatc wfth 
each other '1-'ia ia-veh!C'Jt comm11nle11tion profooo1& like C..\N 
bus. Alihoup CAN Is the most common ~n-v,c:hMe 
eon1hluni~uoo pFotfiCOI, Ure Luk of eotJ'y'p1ioa ud 
authcntieltiOfi tiliSff se-rits sec:uri,Y sbotUnffiing;s. ncrt .an: 
ma.ny 1:uub reported ind the r111111tbt!r is efli11Ut«! to inetta:.~ 
with the: r ising coontttivity of the c, !'$. Ill tllfs paprt, Wt J)ft:Seffl 
CAN pr-Oi:ocol and Hlllyu iu secnrity vulntrabilities. -r.~ a we 
survey tbe implefflentcd. • tucks aod pro~ d '°'■tiom in tile 
uteratvre. 

Keyti'Ortls--CAN 611s, tn~velticJe: co-rrJt:li111m, C4,N bll:S 
setllril}', dtcJrOnit. control ilnit 

I. INTRODUCTION 

Toe automobil.e iadustry has changed 

The modem Vehicles are equipped with aro1md 100 
Electronic Control Unit (E(..1J) to con!.rol the electrical 
systems to improve driving comfort and safety[l){l). ECUs 
control most of the car's functions including safety critica:l 
engine control, airbag deployment., and anti~lock brakiing 
system. To have a safe driving, EClJs should have .a ,reliable 
commonicarion network. The main in-vehicle oommunication 
protocol is Controller Area Network (CAN). Its well• 
recognized advantages such as high immunity to cJectrical 
interfen..>nce, easy wiring, and ability to self-diagnose and 
repairing errors make CAN bus suitable for the automobile 
indusr,y. Although CAN is resilient to electrical noise and bas 
some security features, it is vulnerable to attacks. As security 
of systems is becoming a significant concern, ,exu:nsive 
research on vulnerabilities of the CAN o.n<I possible solution.,; 
are carried ouL Some of these studies perforn:ied 'S\Jccessful 
experimental attacks on commercial cars. Although most of 
the attacks are implemented via physical access to the bus, 
wireless attacks are increasing. Wilb the new wir.eless 
interfaces like \'Chicle-to-vehicle and \'ehicle-to­
infrastructure. wireless auack surface will increase. Wt 
believe that wireless auacks will become the main attack 
surface for the future attacks. 

This paper aims to analyse the security of CAN protocoJ 
and show the vulncrabi.lities modem cars ha¥e. After 
identifying the attacks.. it will present the solutions in lbc 
literature. The rest of the paper is structwcd as follows: in the 
following Section U the general overview of CAN protocol 
with security shorttrorojngs are given. ln Se.ction TO 
implemented attacks and proposed solutions in the 1litc.ratore 
arc surveyed. In Section IV the work is ~11mmariscd and lhe 
paper is concluded. 

XXX-X-XXXX-XXXX-X/XX/SXX.00 020.XX IEEE 

Il. BACKGROUND 

A. Contr6ller :4.reo Nt(W().rk 

CAN prototo~ developed by Robert Bosh GmbH in l 980, 
is a multi-masteroommunication interface designed for tho in­
vchjt:le comnrun.icatioo. ll is a broadcas1 net\'/Ork and can 
provide; up to o-oo meg'llbit per second (bps). CAN bus has high 
im:m unity to electrical imerfe.rence, is easy to wire. and has the 
ibili1y to !'i;lf-diagnose and repairing errors. The distributed 
architecture of the oetworii: makes maintef\ancc easier and 
decreases the overall system cost. 

The ro~ of CAN oomes from the built-in security 
~aturcs. CAN protowl use differential wiring to eliminate the 
no.ise and h8s two vollage levels: dominant logic '0' and 
recessive logic 'I'. Hence there is oo deoit:a.tcd clock line, 
synchronisation is provided via signal edges and bit-stuffing. 
Bit-stuffing rule limi:ts the number of repeated bils and after 
five consecutive bits of the same logic level, the next bit must 
be the complement of the previous logic level. Jf dam have 
more than five soc.cessh·e corresponding bits. a complement 
bit is inserted by transmitter CAN control I er and it is ignored 
by the receiver CAN co.ntroller. 

Collision Detection and Arbitration on Message Priority 
(CD+AMP) resolves U>c collisions with the help of message 
identifier bits. When two nodes start transmiltmg al the same 
lime, a higher priority oode continues to lr"<11'lSrllit and other 
oodc/s will siop transmitting. Another collision prevention 
mechanism is Carrier Sense, Multiple Access with Collision 
Avoidance (CSMAICA) which rules the nodes to wait for a 
certain amount ofinactivity bcfon: lranSmitting the data to 
sense the node is idle and rollision will not occur. 

~·ig. I. The bits of si.andard CAN bus frnmc 

il'here Til'e also five error checking methods. These are; 
Start ofFrame (SOF) ~ingle dominant bit for synchronization. 
Cylindrical Redundancy Check (CRC) checksum of the data 
for data integrity. Acknowled~meot (ACK) bits for 
suc1."Cssful data transmission, and End of Frame (EOF) bit for 
stuffing error and frame finalization. 

CAN protocol also resilient to physical errors. It can 
eliminate the faulty oodes from lhe bus trdffic with Error 
Conflncmcnt Mechanfarn (ECM). ECM utilises two error 
counters in eacb node; Received and Transmined Error 
Counters, The vaJue of counter increases by eight at the 
occurrence of an error during the U-dllsmission and by one at 
the oc-currencc of an error during the receiving. Then node 
will enter the Error Passive state if counter's .-alue exceeds 

0 2019 IEEE. p.......,.,,1 = gfthis mat..W is p,ennmcd P~QJ> from JJ;EE. mu,;t be ob!aine6 for 9!I othor .._, •n any <:urrent or l\mn n,odsa. includ1ns tq1n1J11ng'tei,ubhs.biog ihi• rnau,r,aJ 
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127: however. itS error frames will not affect Ure bll.5 traffic.. 
If ihe counter value ex~ 25$, ihe node will be in the .Bas&­
Off state and Will no longer tale part irt the bus traffic. 

fi. Security Shorlcomirtgs of CAN Protocol 
When CAN bus was initially designed in (19'80), security 

was not the main c-0nsideration, lt was used lo oonneGt a few 
ECUs and not acce~ible to the end user. However, the 
automobile lndusuy ba.<:changed drastically and oow1hcrearo 
dozens ofECUs connected and it is required by law that bus 
should be accessible for tlie diagnostic pnrposef3]. 

Although CAN has many ~'Curit)' features. it is still 
vulnerable to the at1.acks. The main problem with CAN 
irrotocol is lack of encryption and auilientication. The latl of 
authentication allows any unauU:iorised nodes 10 join the 
network and take part in the oommunicatiott CAN is a 
broadcast network so th,,."TC is no source and desriani:ion 
addtesses and evey oode can listen to WJY ~- Hence 
data is not enccypted. an adversary can listcii and onderstand 
the data This may cause privacy problerm because modem 
cars aJso coll.cct data related to drivers l.ike location and 
address book. Tt also al.lows M advcrsaty to inject faulty dalB 
on the system. 

CAN pr0tocol also vulnerable to denraJ of service (DoS) 
attacks. Arbftration mechanism of CAN allows higherpriority 
nodes to speak fiJSL lf ihere is a malicious oode wi.tb the 
highest priority and active all the time, t&eothet oodes cannot 
eommunicare bocause of I.be prioritization in CAN bos, 
Another Dos atlack implementation can be a misuse of ECM. 
lf an attacker generates an CITOT during the communication, 
this will increase the error counters and eventually :cause the 
elimination oft.he node. 

IT!. RELATI::OWORK 

After overview and security shortcomings of CAN 
proto<:ol, in this section we analysis CAN bus and present the 
snacks with the proposed solutions in the literature, 

A. Security Analysis of CAN Network 
In this chapter, we analysed CAN protocol based on CIA 

(Confidentiality, lntcgrity, an.d Availability) triad. CIA triad is 
simple security model to assess the system vuln.erabUity. CIA 
triad analyses throe essential principles which any secure 
system should have. 

Confidentialil)' is providing the data to only authorised 
people. Cryptographic and encryption methods are US(.>() to 
provide confidcntialily. Although CAN protoco'I does ooi 
have inherit security measures for confidential ity, some car 
manufacturers use cryptographic met.hods for local 
functionalities like keyless entry[ 4 J. 

lntegrity can be defined as the accuracy and validi'ty of the 
data. TilC data must not be cbanged during the transmission. 
CAN has CR C checksum for verification of integrity so if any 
bit is corrupted during lhe transmission, it can be detected by 
the receiver. But CRC cannol detect the altcr~d data by 
malicious node because lhere is no authcnticalion_ Therefore 
CAN protocol fails to sustain the integrity of data. 

Availability means data or network c.an be accessed by the 
authorised user at aJI times. This is oot possible by dle muure 
of CAN protocol because of the arbitration rule and physic.al 
implementation oft.he prot.oc-0!. The art>itration rule aUowstbe 

higher priority node ti> iccess the network If a node with the 
higbeSt priority lrafismiL'l the data all the time. the bu.s cannot 
be ooeessiblc by the other nodes. 

8. b:istenl .Atlm;ks 

ln this chap11:r. we rurllltWise the attoclcs have been 
implemented in the titcr:u:ure. The first knoWil attaek on CAN 
bus is itnpk:rnentcd on the electric window li ft on rhe 
simulal.ion efivironmefit by Hoppe and Dittman in 2007(5). 
Since then. dilicrent attack scenarios have been implemented. 
We can ,categorise the attacks into tluec main caiego.ries: 
eavesdropping. daia ,ins.inion. and denial of service (DoS). 

f,ave.sdro,pping is the starting point of the many attacks, 
Lack of encryption allows any node to understand the bus 
traffic so fill adversary can sniff CAN frames and gather the 
infotmatiOfi. This :may ca11se the invamon orthe privacy. The 
modem 'C3r collects infonnat1on about the driver and has the 
eopa'biUty to oonot::ct driver's toobile phone. The adversary 
can steal iliis perrona.l infom1ation by only passively listening 
to the bus. Emv ct al [6] show that it is possible to identify 
the driver ,based on Ole sensory data travel through the CAN 
bus. They ~re able to i&ntify 15 drivers with 100% 
accuracy. 111¢ ~h sa-)'S that it is also possible to identify 
the driv.er witb even ooe sensory data (brake pooa.l). They 
successfuUy show that monitoring ifl.a-.,ehicle netv.vfk can 
innde pernonal privacy. Eavesdropping om be dassified as 
passive atta(;k hence it is not djsturbing the oomrnunieation. 
lliov.'Cver, it can .lead to active attacks. For installce, Palanca e1 
al. [7) eapture<I CAN frame$ and identify the ID of the node 
they p1an to attac.lc. When they gathered the ro and data of the 
pro'king sensor, they implcmtnte<l DoS attack. 

Data manipulation can be defined as the rn~'ftiOIJ of the 
·unaullnorised CAN frame to the network. Hence CAN 
proiocol does not have an aothorisarion mechanism a 
maUcio:us oode can atl8Cb the nerwork and ins.en data Frame 
falsifying, frame injection, and replay attacks are an example 
of the data manipulation. Koscher et al. (8] were able to hack 
the instrument cluster, body control module, brake control 
module, and engine control module. They connected a laptop 
to On-Board Diagnostics II (OBD-11) port and implemented 
!heir attacks on a real car. Tiiey manipulated ihe fuel level and 
speedometer readings and showed false data on the instrument 
clllSler. The n,-search was able to disable engine and change 
engine parameters like engine timing and cogioe RPM They 
released the brakes and prevent their activation while car was 
running 40 MPH with continues fuzzing method. Hoppe et al. 
(4] implemented four different attack plots and analysed their 
effects based oo comfort. ~>curity, and safety. One of tbe 
attacks v,as removing the airb11g warning. The attack can hide 
the theft event while endangering the passengers' lives. The 
researeh shows that driver cannot rely on the system security 
checb although manual checking is unfeasible. 

Denial of seivice (DoS) is preventing any panicular node/s 
or the whole netwonk to provide service. There are different 
types of the D.oS attack implemented on CAN network. 
M,ukberjee ct al. (9) implemented DoS attack on SAE J1939. 
SAE Jl939 :>1andard is used in commercial vehicles and it is 
implemented on top of the CAN physical layer. They 
implemented thn..-e separate DoS al13Ck.. The anacks were 
sending too many ll'equest m~ges for a suppor1ed Parameter 
Group Number (PGN) to overload recipient ECU, sending 
manipulat.:d False Request to Send (RTS) and causing 
overflow at lhe recipient buffer, and keeping the conoections 



open via Clear to Send (CTS) messages and occupy the whole 
ncl"\\ork. The work shows that the protoe0ls implemented on 
top of the CAN physical layer can be also vulnerable to 
attacks. Palanca et ol. (IO) implemented selective DoS attack 
via attaching a stealthy node to the network. They ha,c 
implemented their attack based on the CAN protoool 
weakness, therefore, any car with CAN bus are vulnerable. 
The malfoious node overwrites the bits and generates error 
frnme. Because of the CAN error confinement., alter a certain 
number of error occum:nc:c, lhe uansmitter node wiU go to 
buss-off state and no longer "ill be available. The attack is 
implcmemed on 2012 Alfa Romeo Giulietta. The attack 
method can disable any DOde connected to the bus. However, 
they disable the parlring sensor for lhe ethical reasons. This 
attack is different I.ban other DoS auac.lc; because it docs 001 

send a whole CAN frame to the network 

Some crilics s.ay tha1 physical access requirement of the 
CAN attacks make them infeasible(! I]. Although attacks 
mentioned above require the pbysjcal access to the CAN 
network, there m incn=i.ng nwnber of remote attacks. The 
modem cars are equipped witll different types of wireless 
interfaces. These arc namely ~ive anti-theft system, tire 
pressure monitoring sysrem (TPMS), remote keyless entry, 
Bluetooth, radio data system, and telem_atics. These wireless 
interfaces lllll)' have communication with CAN network via a 
glllCway ECU which has a firewall. Some rcsearcbcrs pass 
over the firewalls and access to 1he CAN network. Checkowat 
et ;11. ( 12] compromised TPMS, Bluetooth, FM channel, and 
ooUular network of the car. Then. they modified tbe ECU or 
the car. With this method theyelaim \hat a thief can steal a car 
hence car doon; can be unlock via CAN network. Woo e.t al. 
[13) implemented a remote attack via malicious self. 
diagnostic smartphone app. If a driver download a malicious 
app to moni1or/diagnose the caT. he'she allov.'S the adversary 
IO take conirQI of the car without att:8Ching any device 
physicalJy. Then, attacker can implement their auack from 
long distance via using the phone's intemel Valasek and 
Miller [ 14 J carried out remote attack survey on I 2 car brands 
and 2 1 commercial cars. They have identified remote attack 
surfaces and diffiC'Ull} to compromise each car. The attack 
was three stage. The first stage was compromising the ECU 
responsible from win:less interface. The SC(;Ood suigc was 
injecting messages 10 communicate \\ith safety-critical ECU. 
The last !."tagc was modifying I.he ECV to beba\'C malicious!). 
The resean:hcrs believe tha1 increasing number of cyber• 
phy:,ical S)'l,1cms in cars will increase the vulnerability but 
they cannot practioall) verify this beca~ of the high number 
of different applications in cars. Another v.ireless anack 
method is over-the-air (OT A) softw:ue update. OT A provides 
manufactures to reprogram the ECU to patch software bugs or 
add new featw-es. lt provides flexibility and saves mooe} . But 
it is another attack surface thar hackers can dive in the car's 
comrnunicat ion nctv.-ork. Tilere is no rcponed &1tack related to 
OT A updates yet but it should be considered as a critical 
threat. 

C. Proposed Solutio1is 

The attacks on CAN bus are analysed and some solutions 
are put fO!'\'W"d. Tbc solutions can be categorised as oetwork 
segmentation. encryption methods, authentication methods. 
and intrusion detection systems. 

The simplest way to provide security is changing the 
nct,\ork topology. Critical ECUs and non-critical ECUs are 
separated and the .:nd USC1 cannot access easily to the critical 

ECU network. The connection bet'OOefl networks is provided 
via a gate .... a) ECU. This security measun: is already 
implemented on commercial CSIS. Ho"ever. the gate,\a) ECU 
can be manipulntcd and the critical network can be accessed. 
If the gateway ECU is prognunmed to pass relevant rDs to the 
subnetwork. it can be fooled b) sending rnalicio~ CAN frame 
with an ID of a node which belongs to l>"UbnetY1ork(4J. 
Kammerer et al. [15] implemented smr coupling rout.er 
10pology. n,c router not only separate singlc~bus based CAN 
system to multiple CAN segments but also bring new securil) 
featun:s like unidiroctional channels, ttaflic shaping, traffic 
partitioning, message integrity. and intrusion detection. In the 
paper ( 15). CAN segment security was taken oui of the scope 
but iq,lay or masquerade attaclts in a CAN segrocnl may pass 
the router's security checks and attack the other CAN 
segments. The safest solution will a node in a segment but it 
is not feasibJc for cost and timing perspective. lt is also 
ques1iooable that bow mucb netwod( segmentation inCNaSCS 
the maintenance difficulty compare IO the traditional CAN 
network. 

Due 10 the broadcast nature oftbe CAN protocol, any node 
can listen to, the bus 1r.1flic.. Hence CAN s-.-stern doos not have 
encryption mechanism, an adversary can listen CAN traffic 
easily and uode.rstaod the oommuniention. To prevent attacks 
and provide confidentiaHty different encryption mechuoism 
an: proposed in software and hardware levels. There are some 
software-based encryption methods ( 16] and some companies 
implementing propriety cnc,yption technJques on their 
commercial cars. However so/h,\'al'C-b:lsed encryption 
methods arc not strong enough because of lhe low 
computational Jl()\.\-'Cr which resulL5 in weak encryption 
mechanism. There are reports that claim some of the 
enCT}"J)tion mechanism on commercial cars are broken{ 17). 
ECUs do not have much compullltional power, therefore, 
software-based encryption can cause latency \.\-hich is not 
acceptable for the safety~tical automotive industry. The 
lirni1cd bandwidth is also another rotriction. So!\ware-ba.<;ed 
encryption may \.\Ort \\ilh a limited traffic but ii is not 
promising for lhe currently increasing CAN traffic. Shteejith 
and Fabmy [18) proposed FPGA based zero latency 
encryption. They enhanced th<! network protocol layer. The 
ena;yptioo and decryption processes m done \\hile the data 
is buffered at the network layer. This will prevent any 
addition;;il latency. However. if we consider lhe automotive 
industry and COSI of £CU. FPGA based solutions are luxury. 
Any change in protocol layer wfll also require custom-made 
CAN oootrollers which is not fe&ihle to change. 

ln the cum:nt CAN protocol. it is not possible \0 trace a 
CAN frame and fmd its sowce.. There is also oo authentication 
v. hich means that any node C3Jl attach to the network and send 
llleSSll&CS. lf a ma.Jicio~ node injects a CAN frame, oiher 
nodes will accept it and process. To pn:vcot data injection 10 
CAN network. some authentication methods are proposed. 
Wang and Sawhney [ 19J proposed VcCure can autbcntica1ion 
method wilh 50 us processing delay. The alllhcntication 
mechanism work based on 1rU.5t groups whcte high-truSt 
group/s share u symmelric ~-cret key. Although this method 
decreases lhc number of keys and the key number is 
independent of the ECU number, compromising of a node 
from the trust group \\ill fail to protect the system. The 
authentication is acruevcd by sending data message followed 
by authenlica1ion message. The latency of lbc proposed 
method can be ignored but the hus traffic is doubled in the 
hjgh-trust group which is not acceptable if \.\e consider the 



limiled ban,faidlh tn CAN prorocol. Woe et al. I 131 proposed 
cncl}'J)tion and authentication method using AES-128 and A 
32•bit truncote-0 message authentication cooe (MAC). The 
proposed method lat.ency is about 3?8us flt 60Ml lz. Tbcy 
cloim that latency will decrease if proposed protoool 
implemented on Apptical:ion Specific lniegnited Circuits 
(ASlCs). Although method looks promising, ii is 001 
compatible wi!h the standard CAN protocol. Another 
dtawbaclc of this method can be using I.he symmetric key 81 

the initial stage of the communication. lfwe oonsidcr a car·s 
average life 20 years. brute force au.ack Cll1l bl; implemented 
to compromise the method Nowdchi et al. L20J idcntincd five 
criteria for authentication sysll:ms to be implemented in 
oommercit\l cars. These criteria are costacirectiveness, 
back-ward compatibility, support for vehicle 'i\.'!)air and 
maintenance. sufficient implementation details. and 
aocepll!ble overhend. Tiiey have tested IO methods Ibey ha,-c 
found in the litenu.ure including the melhods .mentioned 
above. Not surprisingly, none of the methods can pass rut the 
five crileria Toe CAN protocol was 001 desigJlC(i security in 
miJld, therefore. it is hard to find a feasible security solution, 

Siddiquet al. (21] proposed a.physical unckmablcfoncooB 
(PlW) based cnctyp(ioa and aulbcntication and provide secure 
communication over CAN bus. They used elliptic curve 
Diffie-Hellman based asymmetric enayption method aJJjO 
called as public~private key cryptography. Asymmcuic key 
encryption is safer than symmetric key encryption but it 
requires high compulational poy,-cr for current ECU 
conrrollers. According to their data, AES. 128 encryption 
generates 366.66 ns and 110 ns latency at 60 MJ lz and 
200MHz cloclc titquency respect.i\•ely. llo~ver. moSt of the 
ECUs have limited computational power like cloct ~ of 
tens of Ml lz[ 19). 1n reality, latency will inCl'C8se significantly. 
The other negative side ofthls proposal is ii requires hardware 
change in the CAN controller and a server to authenticate the 
no<.les. This will increase the system cost and having a server 
can create other potential attacks. Murvay and Groz.a r221 
proposed to analyse signal pattern 10 gather foolprints of the 
transceivers to authenticate the node. The proposed method 
does oot increase the traffic or changes the CAN controller but 
it requires intensive signal processing. If the network is 
compromised by software atlack. the method wilt fail. 

CAN protocol has obvious security vuloerabilities. 
Implementing security features to CAN bus is a challenging 
job due to limited ~urces (bandy,idth, memory, and 
computalional power) and time constraint. This lead to 
extensive research on intrusion detection / prevention system 
(IDS I rPS). IDS analyse.s the CAN traffic and dctcx."t the 
nhnormalitics. If any abnonnalily is detected. they warn the 
driver. The difference of the rPS from IDS is ttiey can take an 
active role wit.I prevent the attack. Fnng et 11\. (23j 
implemented an adaptive network-based fw..zy inference 
system. They use information like bus load, change in message 
number in a certain period, and a numbcrof dropped messages 
and messages with illegal ID. They implcmeoled the five­
level Sugeno algorithm and trained the net,,ork. They tested 
thei.r method on a commercial eleCLrical car. 111c proposed 
method detected the att.acks but it is questionable that ii will 
prevent complex attacks. Adding more methods 

There arc also some commercial intrusion detection 
systems f24 )[251 but their algorilhms are not shared with the 
public. 

JV. CONCWSION 

Jn this paper. wt explainc-0 !be CAN prol.0001 and its 
"1.ilncrabilities. We analysed the seooricy of the protoOOI using 
CIA triad. AJthough CAN is the moSt \\idely used in-vehicle 
communication protoc0L it fails all three benchmarks of CIA 
triad. Thu Jack of encryption lllld authentication mechanism 
cau.<;cd multiple atti.,;;ks. We summarised the implemented 
attacks in the literarure. Although mo.st of the attacks 
implemented rotJuire the physical aCICC!,$ to the CAN oet,\Ofl., 
wireless uttatks an: increasing. We estimate I.hat wireless 
atbtk.s will increase mid supress the physical ·acc:css attacks. 
The reason behind this is car.. are getting more connected and 
this will ioot::\Se the atmck Stlrfact. 

·nle main vulncrubillty of CAN bus is lack of encryption 
and authemicalion mcd:lanisttis, IMensive research carried 
out to find a solution to this _problem. We categorised the 
proposed solutions. Some ~lutions pro,ide lart,oe overhead to 
limited bandwidth, so1t1e change the standard CAN oontrollcr. 
1kre is no optimal solution hence CAN system was not 
designed security ill mind. As a result., lhetc is no approved 
sollltinn by the industry Md academia. The problem is 
mi1i&11lcd with networi: segmentation and IDS. Although IDS 
docs not provide complete 110lulions to CAN vulnerabiJitics, 
some of the methods are commercially available. 

Extend conclusion 
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